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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.

A
Many social media platforms, Instagram i\!
included, are designed to keep us engaged
on them for as long as possible. They encourage
scrolling often and scrolling more in case we
miss something important - in essence, a fear
of missing out. On Instagram, young people can
lose track of time when aimlessly scrolling and
watching videos posted by friends,
acquaintances, influencers and possibly
strangers.

ADDICTION

UNREALISTIC IDEALS

Children sometimes compare themselves

‘ to what they see online: how they look,
how they dress, and the way their life is going in
comparison to others on social media. However,
most people only share the positives about their
lives online and many use filters when sharing
pictures of themselves. A constant comparison
with unrealistic ideals can lead to insecurity
over one’s own appearance and lifestyle.

L LN
GOING LINE

Livestreaming on Instagram allows users to
connect with friends and followers in real time.
Risks increase if the account is public, because
that means anyone can watch the broadcast,
which could result in further contact from
strangers. Additional dangers of going live
include an impulse to act inappropriately to
draw more viewers, as well as being exposed to
harmful content or offensive language.
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AVOID GOING PUBLIC

If a young user wants to share their clothing style, make
up or similar and use product tagging to show off the
items in their post, they may be tempted to change their
settings to public. This leaves their profile visible to
everyone, which carries the risk of strangers getting in
touch with them. Set a child’s account to private and
explain the importance of keeping it this way.

USE MODERATORS

Instagram Live has implemented a mechanic calle
Moderators’, meaning that creators can assign a
moderator and give them the power to report
comments, remove viewers and remove the ability for
certain viewers to comment at all. Consider this if a child
in your care wants to go live on the platform. It's also
recommended to keep devices in communal spaces so
you're aware if a child does go live or watch a livestream.

Meet Our Expert

Dr. Claire Sutherland is an online safety consultant at BCyberAware. She has
developed and implemented anti-bullying and cyber safety workshops and
policies for schools in Australia and the UK. Claire has written various academic
papers and carried out research for the Australian government comparing
internet use and sexting behaviours of young people in the UK, USA and Australia.

Source: See full reference list on guide page at: https://nationalcollege.com/guides/instagramz2022
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Instagram is a highly popular social media platform with over 2 billion active monthly users. The
app is continuously updating and adding new features to meet the wishes of its audience,
allowing them to upload images and videos to their Instagram feed, create interactive ‘stories’,

® go live, exchange private messages or explore and follow other accounts that catch their eye.
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HAVE AN OPEN DIALOGUE

Talk to children about the positives and negatives
of social medig, including the risks involved and how
they can view or create content safely with family and
friends. Explain how safety settings will ensure only

followers can view them, and why this is so important.

Also, if you find a child continuously uses filters on their

photos, ask them why and impress on them that they
don’t need it.

FOLLOW INFLUENCERS

Following influencers will allow you to monitor
what they’re sharing as well as being able to
discuss anything which you deem inappropriate.
Talk to children about who they follow and help them
to develop critical thinking skills about what the
influencer is trying to do. For example, encourage the
child to ask themselves if an influencer is trying to sell
them a product when they make a video endorsing it.
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INFLUENCER CULTURE

Social media influencers are sometimes paid
thousands of pounds to promote products,
services, apps and more. When celebrities or
influencers post such content, it often says ‘paid
partnership’ above the post. In April 2024,
Ofcom found that over a quarter of children
(27%) believed in influencer marketing,
accepting their endorsement of products
wholeheartedly. So it’s perfectly possible for
young people to be taken in by this kind of
content.

PRODUCT TAGGING

Product tags allow users to tag a product or
business in their post. This tag will take viewers
directly to the product detail page on the shop
where the item can be purchased. Children may
also be encouraged by influencers to purchase
products that they advertise.

R 1]
EXCLUSION & OSTRACISM

Youngsters are highly sensitive to feeling
excluded, which comes in many forms: not
receiving as many ‘likes’ as expected; not
being tagged in a friend’s photo; being
unfriended; not receiving a comment on their
post or a reply to a message they sent. Being
excluded online hurts just as much as offline.
Young people have reported lower moods and
self-esteem when excluded in this way, feeling
as if they don't belong and aren’t valued.

“ ‘ ‘ 2

J

Due to the potential impact on mental wellbeing,
Instagram allows users to hide the total likes on their
posts, to prevent people from obsessing over that
number in the corner. Users can hide like counts on all
the posts in their feed as well as on their own posts. This
means others can’t see how many likes a person gets.
This can be done by going into Settings > Notifications >
Posts > Likes > Off.

BALANCE YOUR TIME ¢

le

Instagram has a built-in activity dashboard that lets
you control how much time is spent on the app. Make
sure children sign in to the platform with the correct
age, as Instagram’s ‘Teen Accounts’ afford much more
control for parents and carers over how long they can
use the app each day. Talk with young users about how
much time they spend on Instagram and work together
to set a healthy time limit.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 00.00.2024




At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps that we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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REPLIKA -

Replika is an artificial intelligence (Al) chatbot companion that its developers claim users can form an actual
emotional connection with. Once users have created an account and chosen a 3D avatar, they select the type of
relationship they want with the chatbot: friend, mentor or romantic partner. Using a neural network to hold an
ongoing one-on-one conversation, Replika gradually becomes more like the user as it gathers data from their
responses. It isn’t the only Al chatbot app available, but Replika pushes the boundaries of the concept to offer a
highly realistic conversational experience.

POTENTIAL ADDICTION )

Like many apps, Replika is addictive by
nature. It encourages the user to provide
more information so it can learn about
them and become better at conversation.
Not only does this mean your child could
end up spending a long time on an app
where they might share sensitive
information, but also that they could find
themselves forming an emotional
attachment to the human-like chatbot.

INAPPROPRIATE CONTENT

As its age rating suggests, Replika
includes content that isn’t suitable for gnSORED
children, such as flirtatious messaging
and sexual role-play. While the
developer has recently updated the app
to ensure this can only be accessed by
adults who select ‘romantic relationship’,
there are numerous accounts online of
sexual content being seen by younger

users of the app.
!;

NO SELF-AWARENESS | X | IN.-APP PURCHASES'v@

Replika is designed to seem very human,
but it’s important to remember that it's a
still an Al-powered chatbot that has no
self-awareness. This means (as
numerous users have highlighted online)
that the chatbot sometimes fails to filter
out inappropriate content: one user
reports, for example, that Replika shared
upsetting videos of vicious dogs.

NOT MEDICALLY CERTIFIED "

Replika claims to be able to improve d
users’ emotional wellbeing by easing A
feelings of anxiety and loneliness.

However, its disclaimer states “we are not

a healthcare or medical device provider ...

nor should our services be considered

medical care, mental health services or

other professional help services.” There is

no guarantee that Replika can help with

mental health issues - it could, in fact,

have the opposite effect.

Replika is free to download, but its <\‘(_“/
developers do offer in-app purchases. @
Users can pay to upgrade to a ‘Pro’

version of the app, which unlocks extra i
content such as additional activities, é?/(/
conversation topics and the ability to

hold voice calls with their Al ‘companion’.
Users can also spend real-world money

on the ‘gems’ used to buy new outfits or
different personality traits for their

avatar.

N

! 3 \ \
_ >Adwce for Parents & Carers '?9

SET UP PARENTAL CONTROLS 2
Replika doesn’t feature its own in-game parental controls, but ‘
most mobile devices come with these controls built in. On iOS

1 devices, for instances, you can set content and privacy -

g +

TALK ABOUT THE DANGERS

If your child is determined to use Replika and you're happy for them to

download it, then it’s vital you talk to them first about the possible

dangers of this type of app. For example, it’s key that they understand 3

restrictions — so if you don’t want your child to be usin not to give out any information which is personal or could be used to
identify them — and it would be prudent to warn them about the

rated apps like Replika, you can adjust the settings to prevent
! these from being downloaded. ] potential of being exposed to mature content on the app.

< WAL ¢ AR u

WATCH FOR WARNING SIGNS @ISEEK PROFESSIONAL HELP
If you're concerned that your child is spending too much time on . If your child is suggesting that they should use Replika for mental health

Replika and might be forming an unhealthy emotional connection wit reasons — because they’re lonely or having feelings of anxiety, for

their chatbot, it’s important to look out for the warning signs. They example - it would be sensible to recommend other options to them.
may be giving increasing priority to the app ahead of more important Replika’s developers freely admit that they are not a certified mental
everyday activities (such as doing homework or eating meals) or health service, so if your child needs help it would unquestionably be
could be showing signs of irritability and a lack of concentration.

best to consult a qualified professional instead.

~ National
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Meet Our Expert

Carly Page is an experienced technology journalist with a
track record of more than 10 years in the industry. Previously.
the editor of tech tabloid The Inquirer, Carly is now a freelance
technology journalist, editor and consultant.

@ www.nationalonlinesafety.com y @natonlinesafety n /NationalOnlineSafety @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 12.01.2022



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
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Wink is a messaging app which allows children to connect and communicate with
other users. In a similar style to Tinder, Wink uses the swipe method for browsing
profiles and accepting or declining them. Once two users have accepted each other by
swiping on one another’s profile, they can then communicate and play games online
together. The fact that Wink allows children to share photos, personal information
and their location with other users has caused significant concern.

POTENTIAL FOR GROOMING  (#)

Wink accounts can’t be made private -

so when a young person uploads images

and shares their social media

| usernames, it’s easier for potential
groomers to stalk and locate them

. | online. The fact that children prioritise

< having an abundance of friends is also a

. concern: they're more likely to accept

| someone just to build their friend

count — possibly including users

with sinister intentions. YUV

T — A

ACCIDENTAL OVER-SHARING

. Many young people don’t consider
privacy when they choose to share their
social media usernames on their Wink
profile. This allows other people to
connect with them on multiple platforms,
strengthening their online presence and
a reputation. Some children post photos
which reveal aspects of their personal
life to other users - showin? their house,
Il school, friends and family, for instance.

_, INAPPROPRIATE CONTENT id

Many popular messa?ing apps contain
profiles featuring profanity, nude or  £\sORED
semi-nude photos and users openly

looking for a “wifey” or “hook ups”. Users

can send messages anonymously, which
engenders a sense of power and 7
freedom. Children often engage in kil |
inappropriate behaviour more willingly P |
when it's anonymous, even if it's not the ) |
sort of thing they would take part in |

normally. *

Advice (-‘o arents & arers

BEWARYOF SHARNG o | BALANCE SCREENTIME

It's important that your child stays aware i Before having a chat with your child about

CYBERBULLYING

Being anonymous online provides some
users with an incentive to bully others
through toxic private conversations.
Anonymous bullies can send hurtful
messages or pressure young people into
sending inappropriate content. Being a
victim of cyberbullying can result in

. children becoming depressed and
showing low self-esteem. If your child is
exhibiting these signs, it's time to step in.

= DN W
I v

EXCESSIVE SCREEN TIME iy,

Wink encourages repeated engagement |
through signing in daily, making
connections, building up a message
‘streak’ and publiclx sharing stories. The
reward is ‘gems’, which allow users to
connect with more people, play games
and edit their profile background. This
can lead to children spending an

Q excessive amount of screen time on the

% app, which of course can be detrimental

to their health.

DO YOUR RESEARCH

If you do decide to allow your child to have a
Wink account — or you find that they already
have one - it's vital to talk to them about how
to use the app responsibly and keep

of what they're sharing online. Remind screen time, ask yourself if you're being a
them about the importance of not posting positive role model. Get your child thinking
personal information like their full name or about how much time they spend on the app: is

themselves safe. You could also consider which school they go to. Many users share it healthy? Is it affecting their offline )

exploring Wink yourself and becoming familiar their other social media account details on relationships with people? Is it impacting their
with the app before letting your child | Wink to build their friend count, but we would mood? If so, you could suggest some activities
download it, as there are no security settings recommend advising your child not to give you can do together which aren’t so reliant on

or parental controls that can be put into place.

OFFER YOUR SUPPORT eﬁ
L

strangers multiple avenues to contact them. digital technology.

DISCUSS LOSS OF OWNERSHIP BE CAUTIOUS OF NEW CONTACTS

It's essential that young people understand Remind your child that not everyone online is l\
that once content goes online, the sender no who they say they are, and some users have »
Ion%r has any control over where it will end ‘ harmful intentions. If someone on Wink is asking @
up. While your child may feel like they can them lots of personal questions or suggests
trust their online ‘friend’, that personiis stilla meeting up in real life, these are definite red
stranger. Even sharing one inquropriute flags. Encourage your child to ask for help if
image, for example, could then be used as they’re unsure about a particular profile.
leverage — as their ‘friend’ threatens to release Remember, the app has a block button: your
it publicly unless the child sends more. child shouldn’t be afraid to use it!

While it's not always easy to talk about "
inappropriate content with your child, it’s
crucial that they understand the impact of
sending or receiving it. They also need to feel
that they can speak to you about it without
worrying about consequences. Emphasise that,
if your child receives any messages that make
them feel uncomfortable, they can block the
sender and report them to the app.

m

Meet Qur Expert Nejeloriell
Dr Claire Sutherland is an online safety consultant, educator \ g] | . - 4
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and researcher who has developed and implemented
anti-bullying and cyber safety policies for schools. She has

o ot L R)
written various academic papers and carried out research for A5 1 I >) 0 r I’ = T\
the Australian government comparing internet use and sexting > ‘e Nl
behaviour of young people in the UK, USA and Australia. : ' U A ,
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FACEBOOK

With 2.9 billion users, Facebook, owned by the recently rebranded Meta, is the world’'s most popular
social media platform. It encourages interaction with other people by (among other things)
adding them as friends, reacting to or commenting on their content, sharing images and
videos, posting status updates, joining groups and playing games. Facebook is free,

and anyone over 13 can join — but with no age verification, younger children can
easily create an account: it's likely your child is already familiar with the
platform, even if they don’t yet use it themselves.

ADDICTINE NATURE

Facebook’s quick reward cycle of likes and
comments on shared posts can be hugely
addictive. It encourages users to keep
returnin'g1 to post things and increases
FOMO (the Fear Of Missing Out), which
leads to people checking the app even
more frequentlr and finding themselves
endlessly scrolling through content.

CYBERBULLYING

A 2021 Ofcom report found that around one in
four UK 12-15-year-olds had been cyberbullied
or trolled (intentionally antagonised online). On
Facebook, this can hapﬁen through private
messages (on Facebook Messenger); hurtful
comments on their profiles and posts; pages or
groups set up purposely to torment a victim; or
exclusion from pages or groups.

| W | N\

Facebook encourages you to post “what’s on
\ your mind”, but children should be wary of
» | revealing too much about themselves online.
Users can give GWGK their location by checking
in or using Facebook Live, for example, while
some photos can also be traced using file data.

J

{ INAPPROPRIATE CONTENT N

‘ I RN
FUTURE ’MPA Q:f\:\%/% ¢| Facebook monitors and removes material |
Like most social media platforms, 3\%& \| like hate speech or extreme political views,
anything posted on Facebook leaves a T while adverts on the platform are now CENSORED
Fermanent ‘digital footprint’. This can have ﬁ\ forbidden from targeting under-18s based
uture consequences for young people: ?\@ on their interests. Offensive content isn't

| always taken down instantly, however, so
there’s still a risk of children encounteringit.

\IDEOS AND STREAMING  LIVE

Facebook Live lets users stream video live

= | to their friends or watch others’ broadcasts. r
| Viewers can comment in real time, which is
problematic to moderate. Short, user-created
clips called Reels can now also be displayed
on profiles and feeds. These video features
could contain unsuitable material or allow
children to be cajoled into doing something
on camera that they wouldn’t normally do.

many universities and employers, for
qxample, now review someone’s Facebook
timeline during the application process.

(CONTACTFROM STRANGERS __

Just like in the offline world, there are people

on Facebook with malicious intentions. Ofcom
reports, for instance, that 30% of

12-15-year-olds have received a friend request
from a stranger. This, sadly, can include
individuals seeking to take advantage of
\Umpressionable youngsters. )

¥
\h Q>Ad\ﬁce for Parents & Carers < . Z
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KEEP ACCOUNTS PRIVATE ") (ENCOURAGE SAFE FRIENDING @) (LEAD BY EXAMPLE
In the settings area, you can choose whether Facebook can help your child to stay d Let your child watch you using Facebook - this
a Facebook profile is public or private. By far connected with the people and the things will demonstrate how it can be used safely and
the safest Oﬁtion is to switch your child’s to that they care about. However, it's important appropriately, reducing the risk of them
private, so they can only interact with people for them to understand that they should only encountering harmful content themselves. Teach
who they are friends with on the platform. accept friend requests from people who they them the habit of thinking before sharing
Facebook’s settings can also prevent your know. The key questions to consider are “has anything online and try to follow the same rules
child’s personal information (such as Kour child met them in person?” and “do they that you set for them - so if you agree time limits
contact details, school nhame or date of now and trust them enough to feel comfortable on your child’s Facebook use, then you should
birth) from appearing publicly. / \qccepting them as a Facebook friend?” / \stick to them, too.

W
SAWYSHARING ~ FNZEXTRE )\ ( RESPECT BOUNDARIES BLOCK AND REPORT
Make sure your child realises that what they Once you've talked about Facebook safety On Facebook, you‘re able to report
share online with friends can end up being with your child, give them some space and harmful content and block particular people
shared clgain by others. It’'s important that trust them to make smart choices. Make it clear or groups so they can’t contact your child or
they think about what they share online and however, thattyou're always open to discussing view their profile. Before they start spendin?
who they share it with. Facebook’s ‘Audience social media if they need to. In the earI?l stages, serious time on the platform, show your child
Selector’ gives users the option to filter who you could occasionally review your child’s social how these features work and explain why
sees what they are sharing, whenever a media activity with them to put your mind at rest the?l might need to be used. Facebook’s
status is updated, photos are uploaded or — but take care not to become reliant on Bullying Prevention Hub offers advice on

\anything is posted. dealing with harassment on the platform. -/

_~National
Online
Safety”
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J \checking it every night.
Meet OQur Expert

Alex Wrightis a former Facebook employee and social media
expert with more than 15 years' experience in digital media.
He has worked with some of the biggest organisations on the
planet and has a vast understanding of how social media
platforms work and how they engage their audience.

Sources: www.facebookeom/satety/bullying

@ www.hationalonlinesafety.com y @natonlinesafety n [NationalOnlineSafety @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 30.03.2022



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

|

"What Parents & Carers Need to Know about

YUBO

Yubo is a social networking platform where users can chat and livestream with up to 10 friends at once. People can

connect with others based on location, with a Tinder-style ‘swiping’ mechanism to accept or reject someone based
on profile pictures. The app has more than 20 million users worldwide — but despite its popularity, Yubo has not been free ___
from controversy. While the app claims to monitor inappropriate content, a newspaper investigation in early 2022 found
young users being exposed to sexual harassment, racism, bullying and conversations with adult themes.

13+

Under-17s must have
parental permission to
create an account

4

5 /8!
FLIMSY AGE GATES

Yubo states it is only for over 13s, but
there is no credible age-gate to
prevent a younger child joining the
platform. An undercover journalist
Investigating dangerous content
reported slpending 10 days I_lposing asa

ONAIR

BULLYING POTENTIAL

Yubo users ‘swipe’ to accept or ’
decline the chance to talk with

each other. These decisions are

entirely based on someone’s profile

picture, raising the potential for

children to be left with low self-esteem

if declined repeatedly. Negative

feedback about their appearance can

15-year-old on the app without any age
verification. This flaw, and the fact that
it’'s not essential for users to verify their
identity during the sign up process, raises
concerns over potential grooming.

INAPPROPRIATE CONTENT

Wegs,

Yubo has experienced problems h &#3(:, O
with inaF:rropriqte content being
diSﬁIuye to children and teens. ]

Although the app’s developers claim

to monitor profiles and messages for

adult-themed or inappropriate material,

a Sunday Times and an independent

investigation found young users being

exposed to sexual harassment, racism <

and bullying, with some chats referencing 3™\
self-harm, suicide and drug use. '

Q
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LINESTREAM RISKS

Users are able to launch live video
streams which strangers can then vie
and interact with via real-time text
chat. Not only is the thought of
strangers watching children’s
livestreams extremely worrying (they
could also use these as a means to
establish the child’s location b
recognising their surroundings) but text
chats might result in a young person
disclosing personal information.

... seriously damage a child’s emotional
- wellbeing, causing a loss of confidence in
how they look or how interesting they are.

EXTENSIVE ACCESS

Users of Yubo, no matter what their age,
are given the option to grant access to
their device’s microphone if live
streaming, and GPS during sign up.This
means they are potentially revealing
sensitive information, including their
exact location. In addition, new users of
the app are asked to provide personal
~ details such as their name, date of birth
and phone number, which - in the case of

~ young people - represents arisk in the

. event of a hack or data breach.

)

‘GATEWAY’ EFFECT

Yubo's swiping system (right for

‘yes’; left for ‘no’) works much like
.. - Tinder and various other dating apps.

-« This could lead to children exploring
similarly designed apps that aren’t
intended for a young audience. Users can
also link their Yubo account to social media
such as Snapchat and Instagram, making
it easier for a stranger — or a predator - to
track them down on various platforms.

% @ ) Ade for Parents & Carers ( |

EXPLORE THE APP

We encourage parents and carers to explore any app before allowing their

children to download and use it in order to fully understand how the app is

used, and what types of content and communication your child will

be exposed to. We advise that you do the same with Yubo, allowing

you to make a fully informed decision on whether you allow your -

child to use the app. 0 O '
Q]

N
STAY AWARE

It's important to stay attuned to how your child is using social
media. If they only access Yubo in private, for example, you might
question what they're potentially using it for. It's also important to
watch for warning signs that they may be over-using the app:
prioritising it over everyday routines like meals and homework, for

N

ALTER THE SETTINGS

DISCUSS IN ADVANCE

If your child is absolutely determined to join Yubo (perhaps

their friends all use the platform, for instance), then it’s essential
to talk to them about the dangers of this t(}/pe of app before they
install it. It’s vital they understand not to disclose personal information to
people they don’t know, for example, and that they’re warned about the type
of mature content they may be exposed to.

After the recent controversies surrounding the app, Yubo’'s : i
developers have increased its security controls. Users can now
choose to block profiles, screen out nudity in live streams and

keep their location private. There’'s also an option to report
|nap|f:>ropr|qte content, so make sure your child knows that they can
|

instance, or showing signs of irritability and a lack of concentration. now flag up anything they find disturbing via the app’s Safety Centre.
Nqﬁénal

uAASRLP 3. e Online
Carly Page is an experienced technology journalist with a \ ®
track record of more than 10 years in the industry. Previously S af t
the editor of tech tabloid The Inquirer, Carly is now a freelance | y
technology journalist, editor and consultant.
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FACEBOOK MESSENGER

Facebook Messenger is a cor ication app through which

users can exchange messages anc ‘ hotos, stickers, and

video and audio files. Messenger allo\ - ne-to-one and € RAT)
group chats, has a stories fe Ul , ddition, o No

Rooms — can host a vid
the app had 35 millio
the population!) a
Whereas Me
desktops and |

d

N’ OVERSHARING PERSONAL INFO

If the app is given access to their device’s
photo library or location services, young
people can unintentionally share sensitive
information (private photos, videos, their
number or current whereabouts) with people
on Messenger who they don‘t know. Even
among friends, shared photos or videos don't
always stay private: the recipient(s) could
save and re-share them with others.

R CYBERBULLYING

Like many communication ap?s, Messenger
can be an avenue for cyberbullies or trolls to
target children. This might take the form of
harassment, abusive messages or bein
purposely excluded from (ortargeted in
group chats. A 2021 Ofcom report revealed that
more than half (55%) of 12-15-year-olds had
suffered such negative experiences online in the
preceding year.

ADDICTINE NATURE

Messenger’s numerous features can
encourage children to spend more time on
the app — and therefore on their phone,
increasing their levels of screen time. It also
invokes FOMO (the Fear of Missing out),
especially among older children, who will
almost certainly have a high proportion of
their friends communicating via the app.

LINE STREAMING

The new Rooms feature lets Messenger users
hold video calls with up to 50 people. A youn
person can join any room they see, but the other
people in these rooms don’t even necessarily
need to be Facebook account holders. This live
streaming development heightens risk factors
around privacy, security and the possibility of
exposure to inappropriate content.

1. | JEERN
REQUESTS FROM STRANGERS |

If the Facebook profile which accompanies
their Messenger app is set to public, there’s
a possibility that young people will receive
message requests from individuals they
don’t know. There have previously been
reports of grooming attempts on Facebook,
with predators using fake profiles to
engage children in conversation.

SECRET CONVERSATIONS

The Secret Conversations function lets
' Messenger users have encrypted exchanges
that no-one else can read. Unlike regular chats
on the app, these can only be viewed on the
device being used at the time. Messages can
also be set to delete once read (although
screenshots can be taken), so a child could
chat privately with someone without any record
of that conversation having taken place.

USE ADDITIONAL SECURITY

Messenger’s App Lock feature uses
your child’s fingerprint or face ID to
ensure that nobody else can access

REPORT INAPPROPRIATE BEHAVIOUR - ADJUST PRIVACY SETTINGS gﬁ =

If your child experiences anything negative Make your child’s Messenger stories visible only
on Messenger, you can help them report it. to their friends. Avoid adding your child’s phone ¢
Facebook can then take action such as number (so they can’t be found bY\ someone

their messages without permission. disabling the offender’s account, limiting using their number to search for t em), and not
’ Messen?er has also added a variety of their ability to send messages or blockin syncing contacts lets your child choose who to
optional tools to increase young people’s them from contacting your child again. | add (or not) individually. Via Settings, you can
safety on the app, including two-factor your child doesn’t want to display to others control who appears in your child’s chat list, who N

goes into the message request folder and who
can’t contact your child at all.

A O # m N~
ENCOURAGE SAFE SHARING (FXzmwy

Ensure your child knows to send pictures and
videos only to family and trusted friends, and not
to publicly share images which compromise their
location (showing a landmark near home or
clothing with identifiable logos, like a school or
local club crest). Encourage them to pause before
sharing anything - if there’s a chance it could
hqrrdn.t eir reputation (or someone else’s), don't
send it.

< authentication, login alerts and filtered
message requests.

that they're online, they can switch off
Active Status in the app’s settings.

NN NN\
DISCUSS LINE STREAMING

Talk with your child about safe and secure
video calling. When setting up calls on
Messenger Rooms, only invite people who
your child knows and trusts. Show them how
to lock a room if they don’t want other people
joining — and how to remove anyone they don’t
want on the call. Remind them about behaving
responsibly during a live stream, even if it's with
people they know.

REVIEW THE CHAT LIST

= Some parents regularly check their
| children’s Messenger conversations (to see

\ who they're talking to, rather than what

they're talking about). While this is certainly

safe, it can seem intrusive. If approached in

a sensible, collaborative way, however, it can

help parents and carers to keep an eye on

exactly who their child is communicating with.

v
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Meet Our Expert

Alex Wright is a former Facebook employee and social media
expert with more than 15 years' experience in digital media.
He has worked with some of the biggest organisations on the
planet and has a vast understanding of how social media
platforms work and how they engage their audience.
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Varies per
metaverse
platform

etaverse’ is a relatively new term to many, however the concept has been around for some time.
‘ deogclmes, for example, use many aspects of the metaverse; avatars, digital currency,
» , an d open communication. A metaverse can also take many forms; Fortnite can be
: erse, as is Roblox. Put simply, a metaverse is an online environment where
 play games and express themselves. Away from traditional videogames,
ind more ‘dedicated’ metaverses such as Decentraland, The Sandbox
‘and Somnium Space which are akin to Second Life.

UNSAFE AREAS

Many metaverse platforms s
feature little to no moderation.
This is due to the decentralised
nature of the metaverse - as there is
no one company overseeing the
platform, users can create and build
with freedom. This can be a minefield
for younger users as adult material or
sensitive topics can feature on a
parcel of land seen by everyone.

VOICE COMMUNICATION

The freedom found within creation is
' || also found in communication. Most
~ metaverses use proximity VOIP

y communlcatlon Voice Over Internet
P Protocol) and users can approach any

other user to start a conversation. It is

necessary for avatars to be quite close

to another in order to talk and once -

they are, anything can be said. While a ’
) chat box can be moderated, voice chat
. cannot.

Not all metaverse platforms are VR
enabled, in fact less than 10% feature
VR |nterqct|V|ty However, it's always
worth monitoring the amount of time
younger users spend in virtual reality.
A VR metaverse differs greatly to VR
gaming in user interaction.
Approaching each other in a VR
metaverse attempts to represent
‘reality’ and can result in a greater
impact if experiences are negative.

PSYCHOLOGICAL IMPACT

Whether in virtual reality or not,
interactions and experiences in the
metaverse can often carry more
weight because they mimic ‘real life’.
Oftentimes, due to the freedom in
avatar creation, younger users may
open themselves up to bullying,

1 prejudice or an unrealistic idea of
rea |t?l For instance,
female-orientated avatars may find L

themselves targeted by bullies or

R inappropriate users.

ANONYMITY =

As with almost every other form of
online interactions, anonymity features
heavily within the metaverse. The
conce?t for the metaverse is to live any
K life dlgltally This could mean
that ‘bad actors’ (those with malicious
intent) can take advantage of others
with ease. Reporting and monltorlng
these users is becoming easier on the
more popular Flatforms, but others
struggle to police these situations.

% Advice for Parents & Carers A
@w LEARN ABOUT NFTS, WALLEl' S AND CRYPTO

" TRV IT OUT FIRST

This may sound like an obvious tip, but by entering the metaverse and With the metaverse comes Web3 technologies such as NFTs,
I exploring on your own, you’'ll be a le to see what your child might. You can cryptocurrency and wallets in which to store them. If you have a
explore the busier areas and even the quiet sections to see what users are crypto wallet, do not connect it to your child’s metaverse. One simple
building or advertising. You’ll also learn first-hand how users communicate click could result in loss of cryptocurrency. If you are unsure what these
with each other. Many metaverse platforms will feature an entry area which technologies are, try to research them as these terms will appear in the .‘
showcases the busiest areas. Check them all out and see what’s happening. metaverse.
— y A W Y

There are already metaverse experiences with children in

= " If you decide on allowm%your child into the metaverse, set up their
mind; explain to your child what a metaverse is and have them

initial avatar together. This way you can ensure the avatar is

- CREATE AN AVATAR TOGETHER ¢ g START WITH THE FAMILIAR

age-appropriate and keeps their identity private. You can also advise recognise similarities between those and games like Roblox, A

on aspects which may result in attracting bullies or unwanted attention. Fortnite and Minecraft. Unfortunately, there is no ‘child safe’ ot

It will also allow you to see which avatar items cost money, and talk to metaverse option as yet, though Epic Games and LEGO are

your child about in-game spending. ,“ currently developing a family safe metaverse. ‘

Meet Our Expert

Daniel Lipscombe is a father to two girls, aged 14 and 12. Before
Dan began his Web3 metaverse journey, he worked as a
videogame journalist and author for a decade; reviewing games,
talking to creators and writing about videogame trends. Dan has
also written fifteen guide books about Fornite, Minecraft, Roblox,
Apex Legends and Valorant for HarperCollins and Bonnier Books.
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| What Parents & Carers Need to Know about

DISCORD

Discord is a free app which allows users to communicate in real time via text, video or voice chat. Available on
desktop and mobile devices, it was originally designed to help gamers cooperate — but has evolved into a
more general networking platform for a range of online communities, discussing topics like TV series,
music, Web3 and more. Discord is organised around closed groups, referred to as ‘servers’. To join a
server, users must be invited or provided with a unique link. It's a space for users to interact with
friends, meet others with shared interests and collaborate privately online — but it's also a
place where young people can be exposed to risks if the right precautions aren’t taken.
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W4 e 9 Advice for Parents & Carers
REVIEW SAFETY SETTINGS EXPLAIN AGE FILTERING SCREEN OUT EXPLICIT CONTENT

While Discord requires users to be at least

In the privacy and safety settings,
13 to sign up, many servers geared towards

Discord has a series of safety settings,
Discord users are offered the ability to

enabling users to choose who can direct

message them or send them friend requests. older users are flagged as NSFW (not safe for filter direct messag':-;s for inaggropriate
Your child’s experience on Discord will be much work), which indicates they probably contain content: a setting that should be enabled

" safer if the app’s privacy and safety settings are material that’s inappropriate for children. It can if your child uses the platform. Discord
configured to only allow messages or friend be easy to click through settings without properl automqticqlln tries to flag images that are
requests from server members. This will minimise reviewm? them, so ensure your child understands explicit, but the setting must be manually
the chances of potential predators from outside why age filtering is important and that it’'s there to enabled for text. If a young user is sent explicit
the group contacting them. protect them. content in a direct message, Discord will scan

. and (if necessary) delete it.

MONITOR ONLINE ACTNITY DISCUSS GOOD ONLINE BEHAVIOUR ~ HAVE CANDI/D CONVERSATIONS

It's wise to regularly review your child’s activity The anonymity offered by the internet often It can sometimes be awkward to discuss
on Discord. This can include checking their leads people to communicate more openly topics like grooming, ﬁornography, racism
safet?l settings to ensure they’re correctly online and behave differently than they or explicit content with your child - but it's
enabled, talking about which servers P— would at school or home. It’s crucial to bear important to ensure they're aware of the
they’ve joined and reviewing some of their '/ in mind, though, that every internet user is harms these things can pose. Talking openly
friends and direct messages. Ask if still a real person. Talk to your child about about these subjects is a great way to help your
anything has made them feel =i the severe and lasting consequences that child feel more comfortable about coming to
uncomfortable or unsafe. Things can cyberbullying or exchanging inappropriate you if they experience an unwanted encounter
material online can have in the real world. on Discord (or anywhere else online).

check-ins and follow up frequently.

1
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change quickly online, so plan routine ‘
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Sources: https//wwiw.defendyoungminds.comy/post/dangers-of-discord-6-steps-safeguarding-teens-on-popular-chat-app | hitps://supportdiscord.com ) L. 4
https:/?endsexuaIexploitotion.org/orticles ldiscord-is-a-haven-for-gamers-and-sexual-exploiters/ | https://kotaku.comjdiscord-deleted-thousands-of-violent-extremist-and=crim-1846623284
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Amigo is a social platform which purports to connect strangers from around the world -
and, with built-in translation software, it reduces the expected language barriers.
Focusing heavily on one-to-one chat, video calls and live streams, Amigo encourages
its users to build up online relationships and unlock exclusive features such as private
. video and audio calls: essentially, the more that people chat, the more functions
become available to them. This is an app designed with mature users very much in
WHAT ARE i mind and is therefore definitely not recommended for children.

THE RISKS?

ONE-TO-ONE
COMMUNICATION

"-"gjlfa by

~ relationships | : ‘ iith each other.

== MEMBERSHIP COSTS

Like many apps that are free to
download, Amigo’s business mo
is centred on in-app purchases.
are encouraged to pay for VIP

membership — enabling them to
more messages each day and bc
their profile’s visibility. People co
buy coins (again, for real money
allow them to send virtual gifts a
further increase the number of

messages they can send daily.
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MONITOR DOWNLOADS

As well as frequent catch-ups with your child about what
they’'ve enjoyed doing online, you could consider taking the
additional step of physically checking their phone every so often to

BLOCK, REPORT, DISCUSS

Many children already know that connecting with strangers online
is dangerous, but it never hurts to refresh their memory. Whatever
communication apps your child uses, make sure they're fully aware that
see which apps they’ve installed. The safest option could be to enable ‘ask if anything online makes them feel uncomfortable, scared or upset, then
to buy’ (Apple) or ‘purchase approvals’ (Android) on their device, meaning they can block the user responsible, report the content, take a screenshot
your authorisation is needed to download any apps. as evidence and come to tell you straight away.

, P - .= i 7 4
#5 RESPECT AGE RESTRICTIONS ACTINE LISTENING @’
s have age restrictions for a reason, and Amigo is very

Apr If I}‘lour child does approach you with a concern, make time to stop I, |\
definitely a mature content platform. Given that many of Amigo’s w

what you're doing and actively listen. Let them talk without
w Users apparently use a bogus date of birth, you might want to remind interrupting or showing any judgement, then discuss their options and

zour child about the implications of setting up a fake profile — such as the possible solutions: this empowers them and reassures them that Kou're
eing exposed to messages and videos that make them feel there to be supportive. If the issue is one that has put your child at risk,
uncomfortable or feeling pressured into chatting with strangers. however, you may wish to contact the police.
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Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying and
cyber safety policies for schools. She has written various academic
papers and carried out research for the Australian government
compadring internet use and sexting behaviour of young people in
the UK, USA and Australia.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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BeReal is the latest trending social me

day-to-day,lives, sharing candid ph'bl"@s'_*.wiihout editing okgpplyj_‘r?g'fiiters, Each day at a random time,
users are simultaneously, notified to take a|picture of,what they;reldoinglat;that exact moment. The

5}

two-minute window, to submit an image/means there!s notime to'select’a particularly glamorous or g s Agggﬁtct’fr\g&
exciting activity. BeReal shares two pictures:/a selfie,"gnd an imqge”§f thelimmediate surroundings. ) Google Play

L) Users can only,view,and req&_ct to their,friends; phé?és once,they,upload their own.

WHAT ARE

g

A

THE RISKS?

EASYLOCATON ‘&

BeReal’'s default setting is to share

the exact location of where a post

was sent from. Given that images

~ dare usually shared within the

, two-minute window, anyone your child is
friends with on the qu will know exactly

where they are (or at least, where they

were two minutes earlier). As we've

noted, this could include strangers who

are intending to use this geographical

information for malicious purposes.

VISIBLE PERSONAL DATA

As with any other form of social
media, it's important that your
child doesn’t share too much
personal information on their
profile. BeReal allows for a photo, full
name, approximate location and a short
bio. It’s safest to make sure that your
child’s profile doesn’t display anything
which could identifn where they go to
school or exactly where they live.

' A - _______7 u BN '
REPUTATIONAL DAMAGE C,

What your child says and does

online - their digital footprint — shapes

the way that other people see them. It's
essential that young people understand
that when they post something online, they
are giving the app in question the right to
do whatever they wish with that image or
content, including sharing it elsewhere.
This form of permission is explicitly
referenced in BeReal’s terms of use.

CONTINUOUS NOTIFICATIONS

Like any social media app,
BeReal’s developers want users
to be on it regularly and scrolling for /

long periods. BeReal only sends one )
notification to post a picture each day,
but there are other alerts for events

such as mentions, comments, friend
requests and reactions to your photo.
This can cause young users to feel
pressure to open the app and respond,

distracting them from other activities. "!‘!‘m

CONNECTING WITH STRANGERS

When someone signs up to BeReal, it
highlights anyone in their phone’s L 4%
contacts list who already has the app -

so users can connect with friends, or

invite others from their contacts. The P
‘Discovery’ feed, meanwhile, shows
posts from strangers and gives users the
option to add them as friends, too. This

means your child could potentially X
connect with — and communicate with -

a stranger.

PUBLIC SHARING

As well as sharing posts with
friends in the moment, the app also
allows posts to be shared publicly
and public content to be viewed. Before
a user can see this public content, they
must post their own photo first.
Unfortunately, there currently seems to
be a lack of moderation on the content
that’s being uploaded, so a young user
could be exposed to posts which aren’t
suitable for their age.

LIMIT NOTIFICATIONS

KEEP IT AMONG FRIENDS

BeReal offers the option to turn off individual types of notification. / B Remind your child why adding strangers to their contacts

Doing this will significantly reduce the number of times your child isn't a good idea, and advise them to decline cmx friend requests

is tempted to open the app by incoming comments, uploads, friend from peo?le they don’t know in real life. If something your child sees
requests and so on. Ironically, it will allow them to actually ‘be real’ by on BeReal makes them feel uncomfortable, they can report it by clicking
being present in the moment and their current environment as opposed to on the three dots in the top right. The reporting tool allows them to state
being engrossed on social media. the reason that they’re flagging up the post.

. [ | 1l |

CREATE A SAFE PROFILE

Remind your child to use an avatar as their profile pic (as opposed
toa [|)1hoto of themselves) and use a nickname or just their first name,
still vital, though, that children stop and think rather than uploading not their full name. Any information they add to their bio (which is_
something risky just to meet the two-minute deadline. Point out to them optional) should be kept vague, and personal details should remain
what kind of information strangers could extract from an image: school private. It's also worth turning off the ?eolocation feature either through
crests, street names or local landmarks, for example. | the device’s settings or in BeReal itself.

STOP AND THINK

BeReal’s goal is for users to be authentic with friends, removing
the pressure of that flawless photo or perfectly worded post. It's

-

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She has written various
academic papers and carried out research for the Australian
government comparing internet use and sexting behaviour of
young people in the UK, USA and Australia.
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Sources: https;/fbere.al/en/privacy | https;//bere.alfen/terms
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Gifting on TikTok

Users can purchase, receive and send coins and gifts with
monetary value, earn diamonds and withdraw diamonds if
they are aged 18+.

Coins and gifts are a virtual currency which cannot be
refunded, reimbursed or exchanged for currency. Coins can
buy gifts and gifts are given to show appreciation for
content. When a user contributes a gift this will be removed
from their account and converted into diamonds in the
content provider's account.

Diamonds give users the opportunity to earn real money
for their creations and can be withdrawn in exchange for
currency via a verified PayPal account once an account
balance contains more than $50.

Limit the content you see

If you don't like a video, you can simply long-press on that
video and tap Not Interested to see less of that sort of video
in the future.

Decide who can follow you

Even if you have a private account, you can manage
who follows your account by removing followers or
blocking users at any time, for any reason.

Set your messaging preferences

Messaging can be a great way to trade -
creative ideas with other users, but on

TikTok only your followers can send you a

private message.

Users having problems with any virtual
currency should contact TikTok at
transaction@tiktok.com

You can unfollow or block a user to stop them
from sending a direct message or disable
messaging entirely from your privacy settings.

Set your video to private

If you've already uploaded the video:
Tap the share icon and tap Who can view this
video > Private

If you're about to post a video:
Tap Who can view this video > Private

What else can | do
on TikTok?

o Add an effect

o Create a duet

° Choose who can send you DMs

° Turn comments on your videos on or off

Contacts & help

You can find TikTok's policies, tools and resources in the Safety
Centre: tiktok.com/en/safety

You can look at TikToK's safety videos to learn more: @tiktoktips

UK Safer Internet Centre:
saferinternet.org.uk

Professionals Online Safety Helpline:
saferinternet.org.uk/helpline

Report Harmful Content:
reportharmfulcontent.com

Pick up a copy of this checklist along with other
online safety materials on the SWGfL Store:
swgflstore.com

UK Safer
g (OSWGIL

Co-financed by the European Union
Connecting Europe Facility 01/20

TikTok

Privacy & Safety Checklist



What is TikTok?

After downloading the TikTok app, you can start
creating your own videos or watch content created
by other users.

You can also participate in hashtag challenges by
clicking the ‘Discover’ button. Creating and editing
videos is simple, with different effects, filters and
stickers to choose from.

Age restrictions

TikTok is intended for users age 13 and over. You can report
underage users by emailing privacy@tiktok.com

How to stay safe on TikTok

Choosing to make your account private allows you to
approve or deny followers and restrict your uploaded content to
followers only.

How to make your account private:
o Tap on the profile tab
o Go to the three-dot menu in the top-right corner
o Tap on Privacy and safety

o Thentoggle Private account

You can keep your identity secure by not including any personal
information, such as name, address, phone number or age in
your profile.

What about parental controls?

Parents can use Digital Wellbeing to help manage their child's
experience on TikTok. Screen Time Management allows you to
select how much time you'd like your child to spend on TikTok and,
once enabled, Restricted Mode will limit content that may not
be appropriate for all audiences.

° Go to the user’s profile and tap the settings icon in
the top right hand corner

o Tap Digital Wellbeing and then Screen Time
Management (to manage time spent on app) or
Restricted Mode (for age appropriate content)
following the steps that follow

Note: Both of these features are password protected.

How do | report a problem?

If you feel someone is harassing you or otherwise being inappropriate
you can report them or a specific video to TikTok's moderation team.

To report a specific user:
o Access the user’s profile
o Tap on the three-dot menu in the top-right corner
o An option saying report will come up

o Follow the on-screen instructions

To report a specific video:

o Tap the share icon

o Tap report and follow the on-screen instructions

Blocking users on TikTok

You can also block a user so they won't be able to view
your videos or interact with you through direct messages,
comments, follows, or likes.

o Go to the profile of the account you want to report
o Tap the settings icon

o Tap block and follow the steps in the app

Control your comment section

You have the power to decide whether you want to allow
comments on videos from everyone, followers only or

restrict them altogether.
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