At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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.10 Top Tips for Respect Oniine:*
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~ ADIGITAL WORLD FOR EVERYONE

Even before lockdowns inflamed the situation, one in every five 10- to 15-year-olds was experiencing bullying online:

abusive messages, having rumours spread about them or being excluded from group chats, for example. Through
smartphones and tablets, we're used to being able to communicate from anywhere, at any time — but digital devices
became commonplace so quickly that it caused a problem: as a society, we haven’'t properly adjusted to how different .
they’ve made life. Our tips can help you to build positive relationships online and avoid some of the potential issues.

. WHAT IS NETIQUETTE?

Etiquette is a set of rules to help us interact with others: like a code of respect. People
3 follow this code every day (mostly without even thinking about it) and it can help us
decide how to act in certain situations. ‘Netiquette’ (etiquette on the net — we see
did there!) is the same, except it’s designed to help us interact with others
ich is sometimes a whole different ball game.
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SEE THE OTHER SIDE @

Usually when we’'re online, we can’t use
the other person’s body language or tone

of voice to give us clues about what we
can say to them, or how to say it. Try to
think what the situation might be like for
them, how they're feeling and whether
we'd say the same thing if they were
actually there with us.
Without a person physically there in front ~
of us, it's easy to send something quickly
— before we've really thought about
whether it’s helpful or kind. Just because
we can do things quickly doesn’t mean
we should; it’s better to pause for a
second and think it through, instead of
simply reacting.
2L ®

People have invented loads of different
ways to communicate online (emojis
abbreviations like LOL, TBH and so on).
Some of these can be triggering to other
people (such as USING CAPS SO IT LOOKS
LIKE YOU'RE SHOUTING!), so it’s important
to stay aware of the style of language
you're using.
On social networks like Instagram or \\
Facebook, vast numbers of people might
see what you’'ve posted. So if that's
something negative about a person, it
can feel hugely painful for them. If

ou're ever tempted to post something

ike that, ask yourself “do | really o ®
need to go public with this?”
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Always think very carefully before
sharing any personal information with
someone else or in a group. Once
something’s been put online, the sender
loses any control over where it goes and
who might see it. If you've got any
uncertainty at all, it's a good idea to talk
to a trusted adult about this first.

v |

Meet Our Expert

Dr Carole Francis-Smith is an experienced counselling
psychologist who, through her research, specialises in
promoting safe and ethical online communications. She
consults with businesses and organisations to support positive
and effective communication online, often by considering
some of the more hidden aspects of the mediums.
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Source: https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandiusticefbulietins/onlinebullyinginenglandandwalesfyearendingmarch
https://truecenterpublishing com/psycyber/blackholehtml | https//wwwiresearchgéite net/publication/8451443_The_Online_Disinhibition_Effect

WINDNESS IS CATCHING

Negative communication can spread
rapidly online, but so can being kind
and helpful (this happened quite a
lot during lockdowns, for instance). @
A friendly, positive message can
make a biP difference to someone as
well as help

ourselves — so share the love!

'WAITING CAN BE HARD

When we've sent a messa%e or posted
something online, waiting

for someone to respond can make us
anxious. It could be helpful to think
whether you really have to message
or post right now — or if you could
wait until a better time when it

will cause you less anxiety.

FORGIVE AND FORGET

@ 4%
> -
[ 4

-

ing us feel good about
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Most apps, games and sites use
so&histicqted technology that's designed
to

eep us coming back for more. It's ’/ﬂ

important to keep this in mind when you
feel the need to reach for your phone,
tablet or console — once we understand
this fact, it becomes easier to control
how we use our digital devices.

REPLY WISELY

Sometimes it's tempting to fire back an
instant response to a post or message we
don’t like. How we respond is important,
however — whether we reply privately to
the person or on a platform where lots of
Egople will see it, for example, makes a
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difference to how whoever is
receiving the message will deal with it.

Even though we try to avoid them,
mistakes can — and do — happen online.
TheY can sometimes feel like a bigger
deal than they actually are. It's
important to remember that we're all
only human, and sometimes we mess
up. Learn to forgive others and - just
as importantly — to forgive yourself.
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=~ LONELINESS ONLINE: £

28 What Causes It and Ways to Feel Better .

Have you ever been online and felt a little bit lonely? * *
+ In a recent study, 14% of 10-12-year-olds said they often felt lonely, so you're not the only

one who sometimes feels that way. We spoke to a group of children and teenagers, who
e
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LONELINESS ONLINE = e : /

Seeing photos or videos of friends Il‘\ ;
having fun without me \

6 Being excluded from group chats +

or games with friends
+

Friends or family not repIYing 1{¢)

texts or answering my calls

#1s+ People being unkind to me online

‘ When friends leave my group chat

WHAT CAN YOU DO?

SOjffth'éée things happen to you and you start to feel down, what can you do?
- The same young people also told us how they make themselves feel less lonely
when they’re online — and we’ve collected some of their advice to share with you.

0 Tell a friend or a trusted adult that you feel lonely e

Q_thch funny videos of cats and pandas aﬁ
Watch yoga videos and do some exercises
Play single-player games you enjoy

Listen to happy music

Listen to your favourite audiobooks N\

Send nice messages to your friends and family
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FURTHER SUPPORT

sometimes \
have |
or free on

told us some of the things that make them feel isolated when they’re online.
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TAKE A BREAK r -

Sometimes the best thing
ou can do is to take a
reak from technology and

do something offline that
makes you fgel happy. q ,

Here’'s whatour
group suggested! '
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e S

0 Paint or draw pictures

Play with a pet
Write about your feelings
Hang out with your family

Get outdoors & enjoy nature
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#WakeUpWednesday
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

hat Parents & Carers Need to Know about

PHONE SCAMS

In a three-month period during 2021, no fewer than 45 million people in the UK experienced a
i suspicious attempt at being contacted via their mobile. Phone scams are a common form of
' cyber-attack where fraudsters engage directly with their intended victim through their
! smartphone. As our phones carry so many sensitive (and therefore potentially valuable)
details about us, it's vital that trusted adults are alert to the tactics that scammers use to get
access to user.accounts, personal data and privatejinformation for financial gain.

SMISHING

SMS phishing, or ‘smishing’ is one of the
most common forms of mobile-based
cyber-attack. Smishing is when a
scammer texts their target, pretending to
be a reputable person or organisation.
They aim to trick the victim into
supplying sensitive data such as bank
details and personal information, so
that they can then access the target’s
bank accounts and remove money.

HELLO

IMPERSONATION

Fraudsters often impersonate m

someone else to trick the victim into
actually transferring money directly.
They might claim, for example, to be a
friend or relative using a different
number who urgently needs funds.
Other common cons include sending
fake texts informing the target that
they have a package which requires a
fee to be delivered, or that they have an
unpaid bill to settle.

NUMBER SPOOFING

Here, the scammer takes impersonation
cons a step further by cloning the phone
number of a genuine company. So
when the target receives a call or text,
their phone recognises the sender’s
number as legitimately belonging to @
Amazon, HMRC, the NHS or the DVLA

(who have all been impersonated in )
these cons). This makes the scam far
harder to spot and the victim much
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more inclined to comply.
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Attackers contact a target,
— pretending to work for their
employers’ IT support team.
They then advise them to download
some software to fix ‘a technical issue’
with their device. In reality, however, the
software grants the scammers access to
the victim’s private data and sensitive
information. This con is more common
on desktop and laptop devices, but is still
possible to accomplish on mobiles.

SIM HIJACKING

SIM hijacking switches control

%‘
a l‘
of a phone account from the a

A
victim’s SIM card to one in the
scammers’ possession. Criminals use
personal details pieced together from
social media (birthday, address, pet’s
name and so on) to pose as you, then
instruct your phone network to transfer
your number to their SIM — giving them
access to all calls and texts meant for you,
including one-time login passcodes.
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DO SOME DIGGING

If you've received a call or text asking for

specific information, research the caller’s
number. There are several websites that allow
you to enter a phone number and will then
display any relevant information about it - this
usually includes feedback and comments from
other people, so you can easily see if that
particular number has been implicated in
potential scams. Py

BREAK OUT THE TECH

Lots of anti-virus software now also protects
mobiles. Some anti-virus apps can detect !
phishing links in text messages and alert
you to the risk. When you’re out and about,
try not to use public WiFi for sensitive
transactions: it’s far less secure than
home WiFi network. Instead, you coul
consider installing a VPN (virtual private
network), which encrypts all data travelling

to and from your phone.
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L %>Advice for Parents & Carers
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. VERIFY THE SOURCE

Never disclose confidential details to an
individual or organisation you're unfamiliar
with. If the caller claims to represent a
company you trust but is still asking for personal
information or payment on an outstanding
charge, end the conversation. Then find the

+~ company’s genuine number on a bill or on their

website and call them directly to confirm if there

really is an issue you need to address.

TRY A CALL BLOCKER

If a suspicious call comes through on your
mobile, you can manually block the

number if you believe it to be dubious or a
nuisance caller. Alternatively, you could
consider installing a call blocker service on

your phone. They automatically stop calls gettin
through from numbers which have been reporte
as suspicious, halting potential scammers in ‘
their tracks before they can reach you.
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BE WARY OF LINKS

\J

If you get a message from an unknown “
number asking you to click on a link,

report it as spam and do not open the

link. One recent example ‘warned’ victims

they’d been exposed to the Omicron variant

and needed to click a link to buy a special test -
only to find they had paid their money to
scammers. Links can also install malware onto your
device, so always treat them with extreme caution.

REPORT INCIDENTS

If you or a family member does give out

confidential information to a caller you aren’t

sure about, contact the actual company

mentioned to check if the call was genuine. If

they confirm that the call was not made by their |
organisation, you should report it as a potential

scam via the Action Fraud website and ¢
(depending on exactly what information was
divulged) consider involving the police.

Meet Qur Expert |

Formed in 2016, KryptoKloud provides cyber security and
resilience solutions to its customers. With offices in the UK,

the company offers managed service operational packages
including cyber security monitoring and testing, risk audit,
threat intelligence andincident response.
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4 \What!Parents & Carers Need to Know about

=3 GROUP CHATS

AT messaging ap;i)s, onisociallmedialandlinjonlinelgamesigrouplchatslarelamongjthe)
mostjpopulariwaysithatiyoung people'engageiwithitheir peersionlinedinvolVingibyldefinition®
threelorimore’individuals; theseigroups allow/usersitoisendimessages;imagesfandivideosito;
everyone in one place. While they are useful forihelping/friends;peoplejwithishared
interests or members of a club to communicateiand/coordinatelactivities;ithey/can
also leave young people feeling excluded andibullied/=lasiwelllas providing -

\NWAT ARE

THE RISKS*

T
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BULLYING

Unkind comments or images which
are purposely aimed at an individual
can be shared freely in a group chat -
allowing and often encouraging others

to join in the bulgling behaviour. If this
content is shared in a group of their peers
(especially a larger group), it serves to
amplify the hurt, embarrassment, anxiety
and isolation that the victim feels.

EXCLUSION AND ISOLATION

This common issue with group chats can &
happen in several ways: starting a new

group, for instance, but deliberately excluding

a certain child. Likewise, the chat may take
place on an app which one child doesn’t have
access to, meaning they can’t be involved. A
child can also feel isolated when a group chat is
used to discuss or share images from an event
that everyone else but them attended.

f

INAPPROPRIATE CONTENT

Some discussions in group chats may
include inappropriate words, swearing and
unsuitable images or videos. These could be
viewed by your child if they are part of that
group, whether they actively engage in it or not.
ome chat apps have a disappearing message
function, so your child may be unable to report
something they’ve seen because it can only be
viewed once or for a short time.
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CONSIDER OTHERS' FEELINGS 5

Group chats are often an arena for

young people to gain social status. This
could cause them to do or say things on
impulse, which could upset others in the

group. Encourage your child to consider how
other people might feel if they engaged in this
behaviour. If your child does upset a member of
their group chat, support them to reach out, show
empathy and apologise for their mistake.
—
In any online communication, it's vital for ?
young people to be aware of what they’re
sharing and who might potentially see it. /\
Discuss the importance of not revealing
identifiable details like their address, their
school or photos that they wouldn’t like to be
seen widely. Remind them that once something
is shared in a group, they lose control of where it
may end up and how it might be used.
Meet Our Expert
Dr Claire Sutherland is an online safety consultant, educator
and researcher who has developed and implemented
anti-bullying and cyber safety policies for schools. She has
written various academic papers and carried out research for
the Australian government comparing internet use and sexting
behaviour of young people in the UK, USA and Australia.
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opportunities for inappropriate contentito/belshared viewed.

SHARING GROUP CONTENT

It's important to remember that — while the
content of the chat is private between those
in the group - individual users can easilx
share a message, photo or video with others =
outside of the ?(roup or screenshot what's been _
osted. The risk of something your child

intended as private becoming public (and
potentially going viral) is higher if there are
people they don’t know well in the group.

o/ UNKNOWN MEMBERS @ ""v

o s

- Within larger group chats, it's more

likely your child will be communicating
with people they don’t really know. These
strangers mq?l be friends of the host, but
not necessarily friendly toward your child.

It's wise for young people not to share

personal details and stay aware that they have
no control over the messages and images they
share after they’ve put them online.

[N
NOTIFICATIONS AND FOMO

A drawback of large group chats is the
sheer number of notifications. Every time
someone in the group messages, your child’s
device will be ‘pinged’ with an alert: potentially,
this could mean hundreds of notifications a day.
Not only is this highly distracting, but young
people’s fear of missing out on the latest
conversation results in increased screen time as
they try to keep up with the chat.

23

GINE SUPPORT, NOT JUDGEMENT

Remind ?lour child that they can confide in you if
they feel bullied or excluded in a grou% chat,
instead of responding to the person who's upset
them. Validate their hurt feellngs and help

to put them back in control by discussing
how they’d like to handle the situation.

On a related note, you could also
empower your child to speak up if they're
in a chat where others are being picked on.

AVOID INVITING STRANGERS

Sadly, many individuals online hide their
true identity to gain a child’s trust - for
example, to gather information on them,
to exchange inappropriate content or to coax
them into doing things they aren’t comfortable
with. Ensure your child understands why they
shouldn’t add people they don’t know to a group
chat - and, especially, to never accept a group
chat invitation from a stranger.

BLOCK, REPORT AND LEAVE

If your child is in a chat where
inapprogriqte content is being shared,
advise them to block the users sending
the material, report them to the host a?p
or platform and exit the group. If any of this
content could be putting a minor at risk,
contact the police. Emphasise to your child that
it's OK for them to simply leave any group chat
that they don’t feel comfortable being a part of.

SILENCE NOTIFICATIONS

Having a phone or tablet bombarded with
notifications from a group chat can be a
massive irritation and distraction -
especially if it's hqppeninﬁ late in the
evening. Explain to your child that they
can still be part of the group chat, but that it
would be healthier for them to turn off or
mute the notifications and catch up with the
conversation at a time which better suits them.
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= CROSS-PLATFORM SHARING
OF INAPPROPRIATE CONTEN

] .J Creepy characters like Slender Man or Huggy Wuggy. Dangerous online challenges. Songs or videos that aren’t

suitable for youngsters. When things like these begin trending online, it can be difficult to prevent children
accidently stumbling across them — especially if they use a range of platforms, like online games, social
media, streaming sites or messaging apps. A trend can originate in one online space and rapidly
spread to other platforms or via chat apps. The frightening Huggy Wuggy character, for instance,
first emerged as part of a game on Steam; now there are parody songs on TikTok, videos on
YouTube and more than 45,000 results for #huggywuggy on Instagram.

i

WHAT ARE
THE RISKS?
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UNSUITABLE VIDEOS AND IMAGES
in clips that appear age—apqropriqte but ..
but there h b ts of P E
ut there have been reports o eplgla h
)
- game character Huggy Wu%g_)flrhas been
viewers.
possibilit?l that user-uploaded video content
u
may look child friendly, but if your child is
have featured songs containing explicit

Anyone can upload footage to a
video-sharing platform, which has resulted
actually aren’t so innocent. The audience
for Peppa Pig, for instance, is very young -
o]
cartoons with extreme violence spliced into
them. Likewise, footage of the razor-toothed
inserted into numerous chi iendly videos
(even on YouTube kids), scaring many young
On a similar theme, there is always the 4
could include language which really isn’t
suitable for children. The on-screen imagery
wedring headphones, then you’ll remain
unaware of what is being said: some videos
language or characters graphically describing
violence. S -
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COPIES OF LINE STREAMS

Social media and messaging apps can
inadvertently spread extremely harmful content
very quickly. Footage of violent attacks (such
as the recent Buffalo supermarket shootings)
can often be viewed on multiple platforms as
people start to share the video. Moderators try

to react swiftly to remove upsetting content,
ibut the rate at which it goes viral makes it
T

difficult to prevent the spread completely.
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ACCIDENTAL EXPOSURE

Even if your child doesn’t have access to social
media platforms or video-streaming ﬁlutforms
(where the majority of issues arise), they might
still use messaging apps to communicate with
family and friends. There is always going to be
a risk, therefore, of them seeing something
which isn’t child friendly: either shared by one
of their peers or sent accidentally by a relative.

Y
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USE SAFETY FEATURES

Enable safety settings like Google
SafeSearch and the optional restrictions
on video-sharing platforms like YouTube.
Whenever possible, stick to YouTube Kids for
young children, as the software will help to filter
out unsuitable content. Remember that filters
aren’t always enough to block all inappropriate
. material — especially when child-friendly videos
‘4 have been edited maliciously.

AVOID FAN-MADE CONTENT

If your child watches cartoons and

shows on YouTube, spend time with

them making a playlist of videos that

you’'re comfortable with them watching.
Always source videos from official channels,
as opposed to fan-made content: you can
never be completely confident about
material that another user has created or
uploaded.

F
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LESS IS BEST

Manage the number of online platforms
your child has access to, based on their
age and maturity. Just because their
friends use a certain game or app, it
doesn’t mean your child must have

it too. Follow the age guidelines for

games and apps, and check regularly
that privacy settings are in place.

i

REACT CALMLY \

If you hear or see anything unsuitable on
your child’s device, calmly ask them to
turn off the game or video in question.
Explain that they haven’t done anything
wrong, but that you didn’t like what you
saw or heard and you would much rather
they watched or played something else
instead.

<

Meet Our Expert

Dr Claire Sutherland is an online safety consultant at

KEEP IT COMMUNAL

Encourage your child to stay in a
communal family space when
they're watching videos or playing ¢
online games on their devices - ‘
without headphones, if possible. This
will make it far easier for you to keep
one eye (and ear) on what they are
seeing and hearing while they’re
online.

SUPPORT AND REASSURE

Remind your child regulquy that anyone can post
anything online — and that not everything online
is real. If your child is sent something that scares
or worries them, ask them to show you. Watch it
alone (to avoid unnerving them further), then
praise them for coming to you and talk about
what upset them. Recommend a break from their
device to do something which helps them feel

calm andhqppy.
Natioﬁ
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BCyberAware, who has developed anti-bullying and cyber-safety.
workshops and policies for schools in Australia and the UK. She
has written various academic papers and carried out research for
the Australian government, comparing the internet use and
sexting behaviours of young people in the UK, USA and Australia.
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ONLINE SAFETY FOR UNDER 5s
L0JTop)TipsifordParentsiand|Carersiis

According to Ofcom’s most recent research, a significant proportion of children are already online by the time they
start school, with 17% of 5-year-olds owning their own mobile phone and 50% using messaging platforms. As
becoming familiar with technology is generally encouraged in younger children - and has been essential for

education during the pandemic - it is crucial that trusted adults recognise both the benefits and the risks of infants

and toddlers using digital devices. We've compiled our top tips to help the under-5s start their online safety journey.

PARENT CODE:

1©
USE DEVICES TOGETHER e g 3¢ % e K BLOCK IN-APP PURCHASES
This lets you monitor and control what m ¥ Iti;yguLcrrﬁlgnl:srﬁsé&ggv(iscfct#ggzlg\c:(nelg
i - v 7 card), i parental controls to block
: ‘ Al buys from app stores, as well as in-a
urchases. That will prevent your chiﬁf

rom qc%ide.ntqlly spending money while
on your device. Y =
<¢7/7"
T

your child is using the device for. It
also provides the interaction that

supports children’s understanding \
of what they're seeing - allowing \
them to ask you questions, and so on.

1
ACTINVATE PARENTAL CONTROLS @ T CHOOSE SAFE APPS AND SITES
Most digital devices have built-in parental . i J » There are some fantastic apps and platforms
controls that can limit the type of content . that are specifically designed to be safer for
children have access to. If your little one children. Always check the PEGI age

rating before downloading an app,
and test it yourself before allowing
your child to use it.

‘ uses any device (even borrowing yours),
it's a good idea to explore what controls
the device has and enable them whenever

\ they have access to it.
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MANAGE SCREEN TIME

This can be tricky, especially if your child is
interested in a certain video, app or game.
Try to aqree onh some ground rules and get
your child into a routine which includes
certain times of the day when they go
without devices.

?

INVOLVE THE FAMILY

If your toddler has older siblings, it's
likely that their rules for device use will be
different — and that they’ll access content
that isn’t appropriate for younger ones

(a particular worry if they share devices).
Encourage the whole family to be good role
models and help little ones stay safe online.

TALK ABOUT BEING SAFE ONLINE @

Just like we teach children about being
safe in the real world, we need to educate
them about how to stay safe online. Use
age-appropriate language to help them
understand, and plenty of hand gestures
can reinforce what you're telling them.

.

SET A GOOD EXAMPLE

Children often learn by watching and &
copying those around them, and using . —
digital devices is no exception. When —
you‘re around your child, try to follow —
the same rules that you’ve set for them.
Let them see you ba ancin? your time online
with interacting with people in real life, too. .

s

IF IN DOUBT, ASK

The easiest way to find out what your child
is doing online is usually just to talk about it
with them. Developing an open dialogue at 7
an early age helps them grow up feeling able

L)

to talk to you about their digital life — providing
opportunities to intervene if you're concerned.

| g ‘
SUPPORT CREATIVE & ACTINE PLAY

Physical and creative activities are important
for a child’s wellbeing, and there are plenty of
ways to incorporate technology into that. For é
example, you could encourage games that '
require physical movement; dance and
sing along to songs your child loves; and
follow step-by-step crafting videos.

Meet Our Expert

Konstantina Moustaka is a professional development and
EYFS coordinator at an ‘outstanding’ nursery schoolin
London. She has been working as a hursery and early years
practitioner, both in the UK and internationally, for the past 16
years.

Sources: https;//www.ofcom.org.uk/__data/assets/pdf_file/0024/234609/childrens-media-use-and-attitudes-report-2022.pdif
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SPOTTING ADS
ON S©OCIAL MEDIA

Do you always know when you’re seeing an ad on your social media feed?
You might not! Some ads look just like any other post — they might be
funny or cool, but really they're trying to sell you something without
you realising. But here are some ideas for spotting ads like a pro!

/ if it says
SPonsored”f (5
or “promoted”

L 4

s/
7 4 s red
{ 7,28 hl.kﬂ?l: ARE LIFE yhd Hinfluencel #Sponso
— JIEW ALL 683 COMMENTS
p—-— post's Pur -

Be savvy with
high numbers of
likes and shares
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

SUPPORTING/CHILDRENITODEAL
WITH UPSETTINGICONTENT,

e AlGUiIdeiforiParentsiandiCarers

Raising children in the digital age seems to be getting tougher, with the world currently
experiencing so many uncertainties. From the continuing impact of COVID-19 to the war in
Ukraine, right now children across the globe can scarcely go online without being exposed

© . tounsettling stories, images and ideas. Reassuring a concerned child can be difficult,

W1 ,15';;-‘_‘,# . 4:3 - especially when bad news feels omnipresent. We've put together some advice to help
= - you in discussing upsetting events with young ones.
o

| FIND OUTWHAT YOUR CHILD KNOWS (1)

There are many ways that children are
exposed to upsetting content in the media,
both online and offline. Before swamping
your child with information, find out what
they know already. Show them you‘re
interested in what they have to say, practice
active listening and try to gauge how much your ]
child has been impacted by what they have seen. | =

RIGHT TIME, RIGHT PLACE e

Starting a conversation about upsetting content
probably isn’t the best idea when your child is
studying for an exam or about to go to bed.
Choose a time when they’re relaxed N
and open to talking, to make sure you
have their full attention. Remember,
these conversations can become
emotional, so choose somewhere
your child feels safe and comfortable.

KEEP IT AGE APPROPRIATE ©
With younger children, try and keep the -

conversation more general and avoid leading -
questions and complex detail. You can go :
slightly deeper into the specifics with young
teenagers but keep monitoring their
emotional response. With older teens, you
can be more open about the realities and
consequences of what is happening -

but again, do stay aware of their
emotional state.

EMPHASISEHOPE (&)

Upsetting content can make us feel
angry, scared, Upsetting content can
make anyone feel angry, scared, sad or
overwhelmed. Try to find stories of hope,
generosity and strength related to the
content you're discussing. Children often
feel reassured when they know they can do
something to help, so encourage your child’s
sense of control through activities which make
them feel they’re positively impacting the events

they’re concerned about.

)

..1-]- o
"]

. All children react differently, of course, and

young people might not directly say that

they're scared, un%ry, anxious, confused

or uncomfortable. Emotional reactions are
natural when discussin? upsetting topics,
so take note of your child’s body language
and reactions. Allow them to express their
feelings in a non-judgmental space and try to
stay mindful of how they might be feeling.
stress. Children develop coping strategies by
mirroring those around them, so staying ontop
of how you appear to be regulating your emotion
on the outside is important for supporting your
child through worrying times.

CONSIDER YOUR EMOTIONS

It's not only P/oung people who find upsetting
news difficult to process: adults also have to
~— deal with strong emotions in moments of

Meet Our Expert

Cayley Jorgensen is the director of FaceUp South Africa, which
is a reporting system that is currently being used by schools
and companies to fight bullying around the world. FaceUp
helps give avoice to bystanders by encouraging them to
speak up and get the help they not only want but need.

Sources: https;//www.bbc.couk/newsround/60417806 | https;//www.childnetcom/blog/supporting-your-child-with-upsetti

. at the best of times, but especially in unusual or

. becoming overwhelmed

@m—mlk—your—chﬂdren—obout—conflict—and—wor

SET LIMITS

Managing screentime and content can be difficult

stressful periods (at the start of the pandemic,
for example). It's virtually impossible to keep
children away from upsetting content
completely, but it's important to try and at
least limit exposure by using parental
controls, talking about the dangers of
harmful content and enforcing

screentime limits.

TAKE THINGS SLOWLY

Try not to overwhelm your child with information
all at once: instead, take the discussion one step
at a time. You could make the first conversation
a simple introduction to a potentially upsetting
subject and then wait unti Jour child is ready

to talk again. Opening the door to the
conversation and demonstrating that your

child can talk to you about this type of issue

is a vital first step.
@

(8)

ENCOURAGE QUESTIONS

Online, troubling images, posts, videos and stories
are shared across multiple platforms, many of
which your child might access. Even if the
content is qctuallr‘ inappropriate,
encourage your child to discuss what
they saw instead of being angry at
them for seeing it. Children are still
learning that not everything online is
accurate — you want to be their ultimate
source of information, not their device.

FIND A BALANCE

There’'s often a tremendous compulsion to stay
right up to date with events. Our phones 5

frequently send us push notifications
urging us to read the latest article or
view the most recent video on social
media. It's essential to remind your
child that it’s healthy to take regular
breaks, and to focus on positive events
instead of ’doomscrollin%' and risking
y bad news.

BUILD RESILIENCE

News has never been more accessible. While our
instinct may be to shield children from upsetting
stories, it's important that they're equipped

with the tools to manage this content when Z
they are exposed to it. Talk about upsetting .
content more generally with your child an
emphasise that they can always tell you or

a trusted adult if something they see 9"

makes them feel uneasy.

IDENTIFY HELP

It’s hugely important that children \
know where to find support if they \\
encounter upsetting content online. N\ \
Encourage them to open up to an adult that

they trust, and make sure they’'re aware of

who their trusted adults are. It is essential that
children understand that they’'re not alone, and
that help is available if and when they need it.

- National
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents & Carers Need to Know about

THE OFCOM CHILDREN AND PARENTS:
MEDIA USE AND ATTITUDES REPORT 2022
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

., What Parents &\Carers/Need|to]Know about,

'HOWITOICOMBAT/

L/ONLINE'BULLYING
| e

T -
L Defined as “ongoing hurtful behaviour towards someone online”, e W
; cyber-bullying makes its victims feel upset, uncomfortable and unsafe. In the digital world,
it has numerous forms — such as hurtful comments on a person’s posts or profile; deliberately
leaving them out of group chats; sharing embarrassing images or videos of someone; or spreading
gossip about them. Cyber-bullying can severely impact a young person’s mental health ... so, in
support of Anti-Bullying Week, we’ve provided a list of tips to help trusted adults know what to look 3
) g for and how to respond to it. m— h
|- ;

L. GETCONNECTED ™ 7, 6. EMPOWER YOUR CHILD
’

Playing online gamc';s togéther Depending on their age, your
witK your childotf_connecting chﬁd might not want a parent

- with them on social media / ‘fighting their battles for them’.
(providing they're old enough) is
not onl t also an exce

In that case, talk through their
fy llen 5 options with them (blocking the
- way of establishing some co B
] ground to discuss things you'v =
" b

g perpetrator, deleting the app and
A gth seen or ine — as well 1l

soon).B qllowing your child to
choose the path they take, you're

o keeping an eye on who your

' child is communicating with in

1 putting them in control but are also
demonstrating that you're there to |"l
" thed I world. support them along the way.

L '\.-'-.-*_I'_J-. — -:'I. -‘ i

2. KEEP TALKING 99 " 7. REPORT BULLIES ONLINE

L] ey - T
. - Regular chats with young people ' : o
E | about their online lives are good .

. practice in general, but they can e *

» also be an excellent refresher to
help prevent cyber-bullying f
situations. Topics you might want to
revisit include why it’s important to '
only connect online with people we -.
know and trust, and why passwords =
should always remain secret (even 3
from our best friends).

4 3. STAYVIGILANT ®

"‘3 0bservel\ﬁodrq.:i:hild while t'hfey’lg
~ using technology and jusf"qfte.ri

et r—"‘" to support their complaint. Most
; games and apps h reporting tools
.. ! specifically to stam usive
] behaviour and protect users.

! 8 ENCOURAGE EMPATHY
u Protecting themselves online

is the priority, of course, but
young people should also feel
= empowered to help if they witness
other geople falling victim to
| ‘

-

' i

- they've used it. Are they acting

- normally, or out of character?

Possible signs of a probl may

include seeming quiet or

- withdrawn, iumpy or anxious, angry
or repeatedly checking their phone.
When you feel it's the right time,
you may want to check in with
them to see if everything is OK.

LETTTE W e LS

4 4 MAKE YOURSELF AVAILABLE

= If an online bullying incident does
1] occur, it may take a while before
:'-f your child is ready to open up about
"0 what hap!oened. ust gently remind
them that they can always come to
ou with any problems - and that
hey won’t be in trouble.

You might also suggest a G
trusted family member they

could turn to, in case they feel

too embarrassed to tell you
directly.

cyberbullying. Even if they don‘t feel
confident enough to call someone
out on their abusive behaviour
online, they can still confidentially
report that person to the app or
game where the bullying occurred.

9. SEEK EXPERT ADVICE

Victims of online bullying
frequently experience feelings
of isolation and anxiety, a loss of

? self-esteem and potentially even

v

thoughts of self-harm or suicide. If
you think that an incident of -
cxber—bullyin has affected your 1 -
child’s mental wellbeing, then seek

== psychological support for them.

Th are some useful contact

details in the central panel below. - =

/ 10.INVOLVE THE AUTHORITIES .

If the nature of any online

bullying makes you suspect (
that your child is genuinely in
imminent physical danger -

or if there are any signs

. L ,‘.-.-. Vi

{

5. BE PREPARED TO LISTEN

/' When conversations about online
bullying do take place, they're
likely to be difficult, emotional and
uRsettln for both you and your
child. Ac ivel%listen to your child

rin?ing Kou up to

[

| J 4
FURTHER SUPPORT AND ADVICE

If you or your child need additional help with an online bullying issue,
here are some specialist organisations that you could reach outto. -~

Childline: talk to a trained counsellor on 0800 1111 or online at

www.childline.org.uk/get-support
while they're guklg A

speed, and try not to show an National Bullying Helpline: counsellors are available on 0845 225 5787 ' whatsoever of explicit images
i jt?q&ement orycriticism = V. or by visiting www.nationalbullyinghelpline.co.uk/cyberbullying.html being shared as part of the
> if they haven't dealt \ | . bullying - then you should gather
- any relevant screenshots as

with the situation in exactly The NSPCC: the children’s charity has a guide to the signs of bullying at
~ the way you would have www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/bullying-and-

evidence and report the incidents
hoped. cyberbullying/ and can be reached on 0808 800 5000

to your local police force.

Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and | [ °
researcher who has developed and implemented anti-bullying and | - O n I I n e
cyber safety policies for schools. She has written various academic

papers and carried out research for the Australian government

comparing internet use and sexting behaviour of young people in

Q)
Safety
the UK, USA and Australia.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Scll\:rfee-: y Keeping children saf nIine

A Parent’'s Guide to Fake News

scan the QR code with your
phone’s camera for Parent
Guides on how to help keep
your children safe online

Don't believe everything you see online!

Young people can very easily be dragged into things
without parental guidance and support.

Online safety is when young people know who they can tell
if they feel upset by something that has happened online.

Developed in partnership with

.

L

Parents please contact your school to enquire attending
their next e-safety workshop or have any concerns.

Working with Home Office ‘PREVENT’, The Police and Crime Commissioner

——
Home Office
and Children’s Safeguarding Partnerships to help keep children safe online. ety ok ks

AKD TOLERANT SOCIETY

Skips Educational Email: info@skipsed.com Tel: +44 121 227 1941

Slcips www.skipssafetynet.org e



https://safetynet.skipseducational.org/
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At Tha Hational College, our WakeUpWednesday guldes ampower and agulp parants, corers and aducotors with the confidence and procticol skills to be able to hove Informaed and aga-oppropriate
conversations with children obout online safety, mentol health ond wallbeing, and climate chonge. Formardy dedivered by Hationol Online Sofoty, these guides now oddress wider topics and themos.
For furthor guides, hints and tips, pleose visit notionalcollege.com.

What Parents & Educators Need to Know about

~ "IN-GAME CHAT

Video games are continuing to grow in popularity - including, of course, among children and young people
"HHAT ARE = and the emergence of gaming communities has been accelerated by the inclusion of chat functionality
THE EISKS? across many different titles. While in-game chat isn't inherently a bad thing, it can create some concerns
about online safety and the people that children might be interacting with.

BULLYING AND ABUSE

While some in-game chat can urn oxie
Bacause of how a mateh plays oul, athars

turn that way because of people who engagein
tralling = in essence, behaving In an offensive
ond obusive way simply to couse pain orgoet a
Hae out of whasver they're alking to. Thase
‘trodls’ aften lean on racial slurs, anti-LGAT
santiment and other hatelul rhatare; thay
natmally fesl most confident preying en
younger, more impressionable gamens.

POTENTIAL FOR
PRIVATE CHAT

a player would like o re=rmatch with a
stranger after meating them in the game, they
ean sand a friend request, or uss the party chat
togethes in the future. For the most part, this is
harmiess — but it might leod to messoges belng
axchanged b privote. This could than eecalats
to the sharlng of pelvate information, and
potentiolly attempls to manipulate or scom
younger players.

— il

COMPETITIVE @
ATMOSPHERE

Cortoin gomes ane very compatithe, and
players con samatimes got upest | they feala
= teammote s underperferming an oppenent

, won unlalrhy, or they're justa bod loser. This can
lead to unpleasant messages that stray away
from playiul ‘trash talk’ and wandar into tha
toritory of budlying. Some playars have bean
known to gat Incredibly abusive in slituations like
this, and the irnpact of this on a young gamer's
emotional wellbelng could ba severe,

DIFFERENT TYPES
OF CHAT

There are a number of ways that gamers
cammanly ehat with ene ancther enline. 48 the

I narree woukd suggest, In-game chat happens
wilthin the game itsell. Thers's also party chat:a
group voles ceonversation thot eonsole users ean
have with anyone on the same plationm. This
tends to be more commanly used by players
wiho already know each other, Finally, mamy
gamers = aspecially on PC = will chatvia a
third-party app such as Discord.

CONTACT WITH
STRANGERS

Whether it's text= or volce-based, in-gama
chat Iz frequentiy open to oll playoers to use.
Maony garnes default to making it an apt-in
functlon, but some don't meaning a child eould
Etart seaing messages within the garme from
peaople they're playing with, regardiess of
wiether they know those individuals ar nod.
While most strangers wan't necessarly hawve |
I intant, there are sorme who may behave
inopproprately when chatting to a child -
htunﬂnml‘.rnturhmlu.

DANGER OF ’
GROOMING &

Rt bean reparted that same young gamens

hove encountered older players online who
pratend to be a lower age to manipulate
childran, sending gifts In exchange for chatting
and sanding photes. Just as onany messaging
platiorm, it's good 1o edvise young peophe ba
avaid speaking to strangers; emphaotise that
they shouldn't accept glits fram anyons online
that they don't know,

-w -

luﬂnmnmmmmm el
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far more SeCURD, OB aryons looking to join will neoed te
- normally by whoever is hosting thechat,

COMHUHICATIUN IS KEY

iun-umgmunm-.ndmmr Wi
“shouid tell o trusted adult os soon o8 possible.
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Meet Qur Expert

Lloyd Coombes ks the Editor In Chief of GoRecon and has been working kn -

the games media industry for five years. He's olse o parent and tharefore g e Nﬂtlﬂnﬂll
underatands the impartance of enling safety. Writing mainby obout tech 1 [ gl CU"E‘ E-t
and fitness, his work has been published at sites including IGH, ) g

TechRodar, and plenty more,
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents and Carers Need to Know about

APPLE GUIDED ACCESS

iPhones and iPads don’t offer separate user accounts. So when you hand your Apple device to a child to play a game or watch a
video, you're also handing them access to your email, the web, messaging and numerous other apps through which they could
accidentally do something regrettable.

Apple Guided Access solves this potential problem by letting you restrict the iPhone or iPad to one particular app whenever your
child uses the device. If they try and leave that app, they will be asked for a password or Face ID, meaning they can’t access
anything they shouldn’t elsewhere on the device. Here, we show you how to find and set up the Guided Access feature, so you
can confidently let your child borrow your iPhone or iPad.

Step 3

Enable Guided
Access by tapping
the toggle at the
top. It should turn
green, and a new
series of options will
appear.

Step2
u In the Settings

.\ Y menu, scroll

\ j down and select

Accessibility, then
\ scroll down and

2 AT
\O °_Grenln
g - uided =
1 .
found on the

ome

e

Stepl

Guided Access session, open ‘
- --

When you need to start a
the app your child wishes to

use and then press the
home/power utton or side )
= button on your device three ”
times in quick
O succession.
You can now select parts of the
screen that you'd like to lock. If
your child’s reading on your
Kindle app, for example, you

could disable the icon that
takes them to the main
/’ Kindle library - so they
/ don’t stumble across
books written for

an qdl_.llt
audience.

The Options menu in
/ the bottom right
allows you to set a
time limit for the
session. Use the
scrollable menu to
specify the time limit in
minutes or hours.

Meet Our xpert

Barry Collins has been a technology journalist and editor for
more than 20 years, working for titles such as the Sunday Times,
Which?, PC Pro and Computeractive. He's appeared regularly as
a technology pundit on television and radio, including on
Newsnight, Radio 5 Live and the ITV News at Ten. He has two
children and has writes regularly about internet safety issues.

SOURCES: https://support.apple.com/en-gb/HT202612 = B, o

L
ST

Step Ly

You can nhow customise ’

Guided Access. Under w

Passcode Settings, for Y

example, you can set a

six-digit passcode that s,t

must be entered to turn - ep

Guided Access back off. ,
There are audio

options, such as

You’ll also find an
option to quit Guided duli lert if
Access using Face ID sl eI g el el
if your device has you decide to set a time
that feature. limit on Guided Access — to
restrict gaming sessions to an
hour, say. You can also set an
alarm or spoken warning for when
m the time is almost up, so your child
isn't suddenly kicked out of the
app. It's a good way to

avoid tqntrums!-r.... . @ ’ Fi_ ;-':I'-\

=
e

Finally, you can
F alter the length of time
before the device

/ auto-locks. If your child is

reading on the device’s Kindle app,

) for example, you might want to stop
ﬁ interruption. You can select from
pre-set time periods or disable the

the screen locking after only two
minutes of nobody touching it -
] lock function altogether.
B ekkdkekk

so they can read happily without

Step

- When everything is set up

- how you want it, click Start.
~ Your child will now not be

~ able to leave that app. If the

- press the home button to d

~ exit, as usual, it will do 4

-”‘nothihg e o

Other options in this
menu let you control
access to settings such
as the volume. So if your

-
child’s listening to music, < .
ou could lock the volume e g
t &

- 1 -
o
L o

' g
e

uttons (once it’'s set to a
suitable level) so they can’
damage their hearing by , Y
playing it too loud.

*/ Safety’
- #WakeUpWednesday
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 13.10.2021



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What{Parentsi&(CarersiNeed [E)

RYPITOCURRENGY,
| : yptocurrency?

—k

e

i

h
Cryptocurrency is softwar orage of digital ‘coins’ representing financial value. To monitor who owns
which coins, platforms sa ansaction, called a ‘ledger’ or ‘blockchain’. This is secured by cryptography:
a set of methods for prote . Bitcoin, released in 2009, was the first cryptocurrency; other platforms have

since launched such as E coin. As cryptocurrency becomes a more established part of digital life, young

people are bound to enco at trusted adults understand its risks, and how it can be explored and used safely.

COMPLEX TECHNOLOGY BEING LOCKED OUT

Like any new software, If you forget your online banking
cryptocurrency comes with bugs, password, you can reset it by

flaws and limitations. Broadly, it proving your identity in another way.
hasn’t yet evolved to be as user In the world of ‘crypto’, however, the
friendly as web browsing or social private key to access your funds
media. Using it safely means can‘t be reset. Cryptocurrency
spending time learning about the operates without intermediaries like

complicated technology it uses. | banks — so no-one stores a copy of
We would strongly suggest anyone o users’ private keys. This has security
considering getting involved in b benefits, but also presents the huge

cryptocurrency should consult
specialised tutorials to learn £
about it properly in advance. N S

*= WIDESPREAD EXAMPLES

.

risk of permanently losing access to
your account. Learn how to store
private keys securely before
purchasing any significant amounts
of cryptocurrency.

RISKY INVESTMENT €55

Prices can be very volatile, so @(}/
cryptocurrencies are considered &

high-risk investments. If you might
need your savings soon, don't hold
them in cryptocurrency as their
value could drop suddenly and
sharply. Sometimes, cryptocurrency
may be a profitable investment — but
note that any gains are taxable. You
may even have to pay tax when
exchanging one cryptocurrency for
another if the currency you're
exchanging is griced higher than it
was when you bought it.

Cryptocurrency software for
smartphones is often free to
download from app stores. Emails )
. with links to cryptocurrency services = |
can land in any inbox.
Cryptocurrency is also advertisedon =
sedarch engines, on social media and
in online games (for example to buy
add-ons which help players level
up). It can’t be purchased easily 34
without a credit card or bank
account, but young people will still
<

be exposed to cryptocurrency in
various settings.

- A m—

" CHANCE OF SCAMS

Cryptocurrency provides another
opportunity for scammers to extract
personal data and money from
unwary web users. Unlike credit card
transactions or wire transfers, a bank
can’t reverse cryptocurrency
| transactions after a suspected fraud

— making it an ap%ealing channel for
. online extortion. These transactions
., doleave evidence in the blockchain,
T+« however, which means that
"« cryptocurrency scammers can and

| do get caught.

=N Advice for Parents & Carers

EXPECT EXPOSURE 7

If your child plays online games that involve some form of virtual
currency, and has access to some kind of payment method, they may i
find themselves in a position to buy and use cryptocurrency. There's F
probably no immediate danger, but discussing the potential risks with

them could be useful. If your child is old enough to understand

the concepts of spending and saving or to grasp the basics of

programming, then they’re old enough to learn about cryptocurrency. i

STAY CAUTIOUS, STAY INFORMED ' 9

Approach cryptocurrency with caution as well as curiosity. Don't

click on links in unexpected emails referring to cryptocurrency and
beware of promotions promising free cryptocurrency in exchange 3
for personal information. Avoid mentioning on social media that

you own cryptocurrency, as this can attract scammers. Stay

informed of potential new risks and regulations by regularly

checking specialised sources (such as CoinDesk).

J ] ™ e 5
= AVOID IF UNSURE
— ¢ In the UK, cryptocurrency is considered risky, because users aren’t
~~ well protected if something goes wrong. Most cryptocurrencies use
-~ software developed by decentralised communities, so there’s no
"~ =« customer service and no support if your funds get stolen or you lose

*, access to your mobile cryptocurrency wallet. Unless you understand
— cryptocurrencx, it's %robqbly best not to use it. After all, if you couldn’t
comprehend the highway code, it wouldn’t be safe for you to drive.

Lid8
5 T SRR L LR F 1

. CHECK CREDENTIALS

~ . Buying cryptocurrency for the first time involves wiring funds from your
=« bank to a cryptocurrency exchange - a business that converts your money
“«_ into cryptocurrency. They can also store cryptocurrency for you, though
' this could present a security risk. Cryptocurrency businesses in the UK
. must now comply with money laundering regulations: the Financial
__ Conduct Authority’s website has a list of all business that are approved,
- and it's best to avoid dealing with any that aren’t.

= STl CHRE
Meet Our Expert

JP Vergne is an educator and associate professor at University
College London’s School of Management. His award-winning
research on technology and organisation has been published in
leading academic journals as well as in two books. JPis also a
speaker and advises on startups. He tweets at @PirateOrg.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 24.11.2021



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents & Carers Need to Know about

AGE-INAPPR"PRIATE C®NTE

“Inappropriate” means different things to different people. What's acceptable for one age group, for example, may be
unsuitable for a slightly younger audience. Online, young people can chance upon inappropriate content in various
ways — from pop-up ads to TikTok videos. The increasingly young age at which children become active in the digital

world heightens the risk of them innocently running into something that they find upsetting or frightening. Trusted
adults need to be able to help children be aware of what to do if they're exposed to age-inappropriate content.

SOCIALMEDIA  ixd 'y STREAMING

social media platforms. TikTok, ' ;
for instance, is hugely popular ‘
with young people but is arguably best
known for clips featuring sexualised
dancing or profanity. Some social media
users also express hate speech or
promote eating disorders and self-harm,
which could cause lasting damage to a
child’s emotional and mental health.

GAMING

Gaming is an enjoyable source of
entertainment, but many popular titles
can expose children to inappropriate
material such as violence, horror,
gambling or sexually explicit content.
Playing games unsuitable for their age
risks normalising to children what they
are seeing. Some games also include
in-game chat, where other (usually
older) online players often use language
that you probably wouldn’t want your
child to hear or repeat.

*® N
&,\‘} ~ud

< 3% Advice for Parents & Carers

Age-inappropriate content is

) . The range of video streaming services
easily accessible through many

available online means that users can
find almost anything they want to watch
on demand. Children are therefore at risk
of viewing TV shows and movies which
contain nudity, drug and alcohol abuse,
explicit language and extreme violence.
Unfortunately, these streaming platforms
can’t always determine that it’s not an
adult who's watching.

1FREE BET

ADVERTS T

Online adverts frequently include
age-inappropriate content: usuqllé/
gambling and nudity or partial nudity,
although adverts for alcohol or

i A e-cigarettes are also common. Some
search engines also feature adverts that
are responsive to your search history: so
if you've recently looked up a new horror
movie, shopped for lingerie or ordered
alcohol online, then the ads appearing

on screen could reflect this the next time
your child borrows your device.
. G vfi L

=

#

| &
9
TALK IT THROUGH CONNECT, DON'T CORRECT
Embarrassment or fear of getting into trouble can make it difficult If your child’s been particularly distressed by exposure to ‘
for children to talk openly about age-inappropriate content they’ve content that wasn’t suitable for their age, it's important to offer
watched. Remind your child they can always come to you if they're uidance to prevent them from repeating the same mistake -

troubled by something they’ve seen online, without worrying about
consequences. Before offering advice, discuss what they saw, how
they felt and how they came to find the content in question. «

ut it's equally vital to help them deal with the emotions that the
situation has raised. You could tell them about any similar experiences \;
you might have had at their age, and how you dealt with it. ~

BLOCK, REPORT, CONTROL GET SPECIALIST HELP STAY CAIM %j‘
After discussing the problem, you and your Age-inappropriate content can E&'ﬁgﬁgf)ﬁgg ;titijaotlios/;oxﬁlgrgiffgﬁt:légﬁc"sthags

child can take action together. This could potentially have a negative impact on a
include blocking any inappropriate sites L7 child’s mental health, which is sometimes been put at risk, it's essential to think before
you react. Your child may well have hesitated

and reporting any content which violates a displayed through changes in their

platform’s rules. To further safeguard your behaviour. If the problem becomes more to open up to you about watching

child online, set up parental controls on {é' severe, you might consider reaching out inappropriate content for fear of the
N cé, ,

internet-enabled devices that they use. to a mental health professional or an l consequences, so being calm and supportive
This will significantly reduce the chances expert in this field who can provide you > will reinforce the notion that it would be easy
of your child being exposed to to talk to you about similar issues in the future.

and your child with the proper support.
age-inappropriate content in future.
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Meet Our Expert

Cayley Jorgensen is a Registered Counsellor with The Health
Professions Council of South Africa, and she runs a private
practice offering counselling to children, teenagers and families.
Her main focus is creating awareness and educating the
community on the mental health pressures of today’s world, as
well as resources and techniques to understand and cope better.
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Sources: https:/fwww.educationvicgov.au/Documents/about/programs/bullystoppersfsminappropriate.pdf | https:/fwww.esafetygovau/educators/training-professionals/professional-learning-program-teachersfinappropriate-content-factsheet |
https://www.revealingreality.co.uk/wp-content/uploads/2021/04/childrens-media-lives-year-7pdf
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PARENTAL CONTR@LS

Android Phone

'

How to Set up

ol

APPS

\

/\
Pl

On Android phones, restricting access to particular apps usually requires going onto Google'Play. kromithere;its fairly easyito
havigate your way through the setlings lo/manage the parental controls andauthentications relating lo'any appsionithe device: Ihese
features can prevent your child from downloading or buying anything unsuitable for their age. Updated versions of appsior games
that'your child has already installed may occasionally contain somethinginappropriate, so we ve explained how'to stop'those; too.

' &  Parental controls

Parental controls are on

Set content restrictions
Set a restriction for each type of content

Apps & games

Teen

Movies
Allow all, including unrated

™

Allow all, including unrated

Books

Allow all

Music
Restrictions on

\L How to Block App Downloads \‘/',
(This Also Disables In-app Purchases):

0 Open Google Play Store ' 0
e Tap the profile icon in the \ 9
top right
e Tap Settings { 9
0 Scroll down to the Family section | G
and tap Parental controls e
6 Toggle ‘Parental controls are off’ £} OFF
to ‘Parental controls are on’ onG
e Create a PIN and tap OK &
0 Confirm your PIN and tap
OK again
e Tap Apps & Games )
0 Set the age limit you wish to set
@ Tap Save to apply your changes gy
=

Auto Update Apps

Kumail@NOS
Over any network

Data charges may apply

Q Over Wi-Fi only

@ Don't auto-update apps

Manage Settings Ce

Location - Updated 3 min ago

X How to Stop Restricting Apps Through
x_/ Auto-updates O % Google Family Link @
Open Google Play Store ? 0 Open Google Play Family Link  ~ »

for parents
Tap the profile icon in the
top right Tap the three horizontal lines in

the top left

Tap Settings

Select your child’s account

Tap Auto-Update Apps

Tap Manage
Select ‘Don’t auto-update apps’

and then tap Done
e
1
- |

Tap Controls on Google Play

qu Apps & Games

Select the age limit you wish

to set
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IPhone ’i“

Appleldevices wmaum;) puUilt=in !ps already available: Mail, FaceTime and Safari, for example.
Howeversyou'can )amgggamdm apps a eatures appear on your child's device and which ones don't.
You'canjalso manipulat siin Game Centre to enhance your child's safety and privacy when

nes ﬁﬂle'ﬂb) s blocking ilunes or App Store purchases if you wish.

< Settings Privacy < Settings Game Center Costtinge  Scrsen T

GAME INVITES SCREEN TIME Today at 9:23 PM

Location Services On | I (D Oscar,s iPhone

Allow Invites
Contacts

T A~ bh7m
= Calendars Nearby Players C)

Social Networ... Productivity Reading & Reference
i . .. 2h 1m 42m
Reminders Allow friends to invite you to play games.

Allow nearby Game Center players to find
Photos and invite you to multiple games over

Wi-Fi or Bluetooth. Downtime
W 901 PM - 9:03 PM

Bluetooth Sharing
GAME CENTER PROFILE

i : App Limits
" t time limits for apps.
m Speech Recognition OSCGI‘@NOS
Always Allowed

. Carfidir FRIEND RECOMMENDATIONS Choose apps you want at all times.
-

Content & PI’WEIE"}" Restrictions

. Health ContaCtS Block inappropriate

1 HomeKit
Jl  Media & Apple Music Change Screen Time Passcode

Motion & Fitness
:'I ‘I ded Iin the |::;:[El.:_ gries abhove

|:|:I|:t w g EIIJF' access to

@ How to Restrict » How to Restrict How to Restrict iTunes 4
Built-in Apps/Features Game Centre & App Store Purchases

Q Open Settings , Q Open Settings - Q Open Settings -
¢ S 3
Tap Screen Time Tap Screen Time Tap Screen Time

Tap Content & Privacy @ Tap Content & Privacy @ Tap Content & Privacy @
Restrictions \ Restrictions ¢ Restrictions Y
Tap Allowed Apps (you may Tap Content Restrictions (you Tap iTunes & App Store 2
need to toggle this to ‘on’ at - may need to switch the toggle Purchases =

the top)

Enable or disable the apps you E Scroll down to Game Centre ,

wish to appear(or disappear)
on your child’s device

at the top to the ‘on’ position)

Select Allow or Don’t Allow for
each feature (you canalso @ofFf
lock these settings with a Qorf

password) onG

Choose between Allow, Don’t

oﬂo FF

Allow, or Allow with Friends o
Only in the settings foreach  @°°F th.l onal
feature oG Online

®
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What Parents and Carers Need to Know about

SOCIAL B"TS -

'. WHAT ARE SOCIAL BOTS?

Blots are computer-generated accounts which sit on social media, masquerading as humans.
While many are harmless or even have good intentions, others are designed to extort, sell
products, spread propaganda or bully human users. Bots — short for ‘robots’, of course — are

often confused with state-funded troll accounts; the two can be difficult to tell apart.

o However, if the results are the same, then both should be treated similarly.
=

KNOWINE
ASTROTU

Propaganda and conspiracy
theories are usually niche
interests on social media. But
with an army of thousands of
bots amplifyin% posts through
retweets and shares, people can
make their messages travel
further and appear to reflect
mainstream opinion. Known as
‘astroturfing’, this can make
children more susceptible to
questionable beliefs.

CYBERBUII YING

Bots can be set to hunt
for certain search terms

or opinions and then
automatically reply
aggressively to anybody who
uses them in a messa?e. This
means that if your child posts
something that whoever
rrogrammed the bot doesn’t
ike, they may be deluged with
angry messages from fake
accounts — which can be
overwhelming and comparable
to cyberbullying.

Criminals use bots to trap

users into sextortion or online
blackmail scams. The bot
cultivates a flirtatious online
relationship with the victim, then
persuades them into a video
chat during which they are
tricked into posing
inappropriately or carrying out a
sexual act. This footage is
recorded, and threats are then
made to release it to the victim’s
friends and family unless money
is paid.

Bots are often used for illicit
advertising — that is, they
spam social media platforms
with links to commercial
websites. Additionally, some
unscrupulous influencers have
been found to use bots to
artificially inflate their number
of followers and the
engagement with their account
- making them seem more
popular and therefore able to
charge companies more to work
with them.

S ™ —_— —— e —_
Q T [ Y)MT C
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Forewarned is forearmed, so if your children
aren’t that familiar with the world of bots

yet, explain what to look for usin
this guide. At the moment, most

aren’t that sophisticated — so finding

accounts which are designed purely to troll

ﬁeople or spread misinformation isn’t
ugely difficult, even for an untrained eye.

SPOtt ING THE SIGNS==
BEWARE PROLIFIC

CHECK THE CONTENT

" usually just exist to ,

bE SUOFILI
While many people have made lifelong friends

®
over the internet, it’s important not to be too | 3
@,

 MOVE ON

Your child isn’t obliged to be friends with
anyone online, bot or not. Pretty much every
p has a block button,
encourage your child to use
it whenever something or someone is making
their digital lives less than pleasant. If
everyone blocked malicious bots rather than
engaging them, they wouldn’t pose a problem.

social media a
and you shoul

&)

Meet Our Expert

Q2

POSTING

Bots post a superhuman
amount of content. A visit to
their profile usually proves
they’re responding to people far
faster than a human could.
Check their join date and
number of followers. If the
account has been around for
ages and still doesn’t have any

. friends, it probably isn’t a real

person. A brand-new page is
also a red flag.

NOTICE Odd USERNAMES

Finding a social media
usernc?me that isn’t '
taken can be difficult.
People often end up
with their name and
some numbers - but not the way
bots do it. A username like
johnsmith5273 is either a sign of
a random number generator or
a site offering an unwieldy
alternative because the

referred name is taken, which
Isn’t something most humans
would accept.

%

Check a user’s authenticity L= """
by investigating their profile
ﬁlcture: bots obviously don’t

ave faces, so they tend to skim
publicly available photos to try
to fool people. Put suspicious
pics through a reverse-image
search like TinEye — you might
find they actually belong to
someone else or are stock
images.

Bots can’t think for KN
themselves and

amplify somebody else’s
message. Try copying and
asting the text into the search
unction on Twitter, for example,
and see if it's being said
anywhere else. If a lot of
similar-looking accounts are
saying the same thing, you're
probably looking at a bot army.

trusting. Random strangers adding you on
Facebook could well be bots, so do some
background checks: do they have any

mutual friends? Is it a new account? Even if >
everything seems fine, encourage your child

to be cautious: warn them of potential risks.

National

Alan Martin is an experienced technology journalist and the
former deputy editor of technology and internet culture website -f
Alphr. Now freelance, he has contributed articles to publications F
including the New Statesman, CNET, the Evening Standard, q
Wired, Rock Paper Shotgun, Gizmodo, Pocket Gamer, Stuff, T3, PC i
Pro, Macworld, TechRadar and Trusted Reviews.

Online
’ Safety
HWakeUpWednesday

ia-troll-factory.html
es—obrien/what—cre—the—twitter—users—with—eight—numbers/

SOURCES: https://www.computing.co.uk/featiffe/3085226/the-positive- for-twitter-bots | https://www.nytimes.co /02/18/world/europ
https://truepublica.org.uk/united-kingdom/propaganda-gutomated- efending-the-government/ | https://www.

o.uk/radio/presenters
@ www.nationalonlinesafety.com y @natonlinesafety n [NationalOnlineSafety @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 20.10.2021

L=
v




At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feelitis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

"
_le- 10 Top Tips for Respect Online: .

.~ INSPIRING CHILDREN TO
BUILD A BETTER DIGITAL WORLD :

Our ability to communicate with anyone in the world, at any time, via the internet has grown at breakneck speed. For

teachers and parents, it can feel impossible to keep up. Worrying about our young people is understandable, and not -
unjustified: in 2020, for example, one in five 10- to 15-year-olds experienced bullying online. Our tips highlight ways that b !
adults can support young people’s positive online behaviours: by adopting and following ‘netiquette’, we can show them

how to avoid getting into difficulty as they learn to negotiate the continually evolving digital landscape. -

WHAT IS NETIQUETTE? v

Just like etiquette is a set of rules which guides and governs our interactions with =
others in everyday life, netiquette — etiquette on the net - is the framework which f
helps inform how we communicate with people online. The rules of engagement often

aren’t the same as a face-to-face meeting, so it's important that we can accurately -
‘read’ situations in the digital world and know how to act appropriately.

APPRECIATE DIFFERENCES

We're all built differently; some people are simply
« more emotionally sensitive than others. Young
people can be particularly affected by negative
online communication, such as group shaming.
Even a single message (which might seem
trivial at face value) can cause deep anguish.
Trusted adults should be prepared to be
patient and listen to any difficulties their %
child might have had online.

PRESS ‘PAUSE’ ©) . ¥ ACCENTUATED ANXIETY

It's so easy to do things quickly online that most
people (adults included) habitually send or
respond to messages without considering the
consequences. Pushing ‘the pause button’ buys
a young person some time while they ponder
the golden rule: “Would I still say this if the
other person was right front of me?” You

could practise this with your child on some
made-up tricky situations.

PRy o
THE INTERNET IS ADDICTINE

Apps and sites use sophisticated algorithms and
clever marketing to keep us engaged, while
notifications to our devices are designed to draw
us back in. It's no wonder that people continually
return to the digital world, sometimes spending
Iong“)eriods of time there. You and your child
could trial turning off notifications on certain
apps and instead agree a time to check for

updates manually. {
2 el
BEWARE THE DARK SIDE

Getting a hurtful or unhelpful comment on social
media or in a group chat can make the recipient
feel publicly shamed. That's painful for anyone
— but especially for a young person whose
status in a group is integral to their sense of
identity. Encourage your child to think about
the best and safest way to send a message:
for example, doing it as a private

message rather than a public post.

ACCEPT DIFFERENT RULES

A lot of our interaction with others is helped by
non-verbal signals like body language and
facial expressions. Online, of course, many of
these clues are missing. Talk to your child
about wh?l this makes misunderstandings
more likely to occur in the digital world and
why keeping in mind that online
communication is a very different process
can help to prevent difficulties from arising.

Young people’s online lives create a lot of

* anxiety. Messages go into a ‘black hole’ until
someone responds, there are more reasons to
compare ourselves negatively, and social
media can make us feel like we're missing out.

% Encourage activities such as sports and

hobbies to balance this out, and remember

that merely blocking out thoughts (by gaming,

for instance) isn’t the same as relaxation.

E F TEReh
PRO-SOCIAL BEHAVIOUR

A huge positive for the internet is how it helr()s

people to feel connected and makes being kind \
and helpful easy to spread. When young people

get involved in pro-social behaviours online,
it creates a positive feedback loop which
makes them feel good. Show your child @
examples of when you’ve done or said
something positive online, and praise and
encourage them when they do the same.

‘GL
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BE A GOOD ROLE MODEL

One of the best things we can do as trusted adults ,ﬂ
is to role model positive online behaviour. Just :
letting your child see that you know when it's

time to put your phone away and do something W
more productive can set a strong example.

Some families set aside particular times of

the week (such as mealtimes or a family v

walk) where digital devices aren’t allowed &

and conversation takes precedence.

A/

SHOW COMPASSION ‘

Mistakes can feel much bigger online, because
they're so pubilic. If a young person does or says
something regrettable on the internet, it's
important to support them to forgive themselves,
learn any lessons and move forward positively.
Even as adults, we can often stumble when
learning how things work in the fast-moving

HARMEUL INTERACTIONS

Unfortunately, it's very easy to send a hurtful
message or to spread gossip and rumours online.
We all know this happens regularly. Not having
to deal with actually seeing the other person’s
distress usually doesn’t help people to make a
positive decision in the moment. It's important
that trusted adults help children to visualise
the potential consequences and have digital world, so it's important to have
empathy for others. compassion for ourselves, too.

Meet Our Expert Natio

Dr Carole Francis-Smith is an experienced counselling
psychologist who, through her research, specialises in
promoting safe and ethical online communications. She
consults with businesses and organisations to support positive
and effective communication online, often by considering
some of the more hidden aspects of the mediums.
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