At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many games which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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FIFA 23, like its many predecessors, is a massively popular. football simulator featuring lifelike recreations
ﬂ i of thousands of real-world players, drawn from teams around the globe. While the gameplay is subtly

improved year on year, the publisher EA Sports’ tweaks tend to focus on FIFA Ultimate Team mode,
which can tempt gamers of all ages to spend real money recruiting better players for their side.
With each new release of FIFA comes a host of new players to unlock — meaning that youngsters

can feel pressured to keep buying to compete with their friends.
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IN-GAME PROMOTIONS

Unless precautions are taken,
dedicated FIFA fans can spend
significant sums when attemptin
to improve their Ultimate Team. Mos
top-level players can be unlocked by
simply participating in matches, but
some sought-after stars can be
obtained more quickly in limi
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BE SELECTIVE WITH CHATS Q ‘STAVALERT FOR SCAMS p

There are some key things to remember about potential FIFA

scams. Firstly, EA never contacts users via any method other than

emails to the account holder (which may well be you). Neither will they B
ever ask for a‘s)layer's username or password outside the game itself. —
EA’s terms and conditions outlaw the buying of FUT coins, so anyone

selling them should be treated as suspicious.

—
AVOID ‘EXTRA TIME’

If your child’s spending a lot of time on FIFA 23 and seems less

enthusiastic about other activities in their life, you could consider

restricting how long they can play for each day with the parental

controls in their device’s settings. Even if they're not playing on their

console or computer, there’s a FIFA companion app for smartphones
- but that can be limited through parental controls, too.

It’s enormous fun for FIFA players to chat online with friends, even

as their teams do battle in the game. It’s probably the safest idea,
though, to restrict contact with strangers. By turning off voice chat in
FIFA and allowing cross-party chat in their device’s settings, your child can
speak to people who are already on their friends list but won’t be able to
talk to (or hear) strangers online.

e AT
CONTROL SPENDING .

If your child plays Ultimate Team mode on FIFA, ensure their

account isn’t linked to your payment methods - so they’ll need N {
your permission to make in-game purchases. Alternatively, you could u
use parental controls to limit spending — or set up atpre-pclid ‘allowance’.
When excitedly clicking options on screen, it's easy for a young person to
forget the real-world repercussions of online purchases.

Meet Our Expert

Lloyd Coombes is Games Editor of technology and entertainment
website Dexerto and has been working in the gaming media for
three years. A long-time fan of the FIFA franchise, he is also a parent
and therefore a keen advocate of online safety. Writing mainly about
tech and fitness, his articles have also been published on influential
sites including IGN and TechRadar, among others.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many games that we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

| e W 1z e
. ‘What Parents &iCarersiNeed toiknow[abouties
W N 1 | o L

= — I L

L AL 2 <

ER Z

e o R ’ .

A .

First released in 2017, Fortnite has become one of the most popular games in the world. It currently
has around 350 million registered players. Developed by Epic Games, it began life exclusively as a
‘battle royale’ contest, where up to 100 online player characters would fight — with weaponry
including rifles, handguns and rocket launchers - to be the last one standing. Today, it features
S multiple modes which each offer something different (although some modes, such as ‘Save
& the World’, are only available on certain platforms).
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' | Not all of Fortnite is free. Save the
World mode, for example, can
become quite costly. An in-game
currency called V-Bucks is used to buy
items such as cosmetics, which are not
a necessity to play the game. It can feel
like buying them is essential, however -
even for adult players. Making sure no
payment methods are linked to the
game's store is a good idea when
children are playing Fortnite.

v,
REPEAT SUBSCRIPTIONS

Fortnite now offers a monthly \

repeat subscription which *

.. costs £9.99 (or equivalent). @1’
This package offers different °
non-essential benefits every
month — including fancy cosmetics,
rare weapons, V-Bucks and special
bonuses. Signing up, therefore, can
be tempting for dedicated players. : d
However, subscriptions cannot be paid ?Iayer to click a particular link.

~. for with V-Bucks earned in the game, hese scammers are seeking access

e T : TN _f | nbrinarior and paymeht detans. WY
COMPETITINVE COMMUNITY USER-CONTROLLED CONTENT

gglrotgriitggg'z :ourg% uogcér;\petitive Some elements of ol;'nline .
video games can’t be rate
prioritise cooperation), but the for agg appropriateness
rivalry aspect remains central. because the developer
Battle Royale is an especially doesn’'t have control over them.
ruthless mode, where the last In Fortnite, for instance, things like voice
glayer or sqgad left s;antdlgg wgrs. - or text chat, usernames, trades and other
ames can become heated, an player-generated content may not
players’ desire to win can often cause always be suitable for children. It also
excessively aggressive or “toxic” ' means that the makers aren’t liable for
behaviour towards others — via the anything a stranger might say to young ?

Tk :
e
2

7

_ [ ]
POSSIBILITY OF SCAMS /£ ‘@3 |
Popular games liks Fortnite ] é@

unscrupulous individuals

trying to trick or exploit genuine

fans. In Fortnite, scammers have been
known to offer children free V-Bucks or
vast amounts of V-Bucks in exchange
for rare items - often asking the

t.I-

game’s audio chat, for instance. Fortnite players online.
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STAY AWARE OF SPENDING @@ ~

TALK ABOUT TALKING

Communication is key in the squad-badsed Fortnite modes, and

Free-to-play games (that is, ones without up-front costs) can still
children will quickly realise that talking with team-mates online

be bi? financial drains. In Fortnite, for example, the Battle Pass - . eali t
set of rewards to improve players’ experience in the game - can be helps to increase their win rate. It's a good idea, therefore, to chat

either earned through plaxin? or bought with real money (with with your child first about speaking to strangers online, trading,
ela

additional incentives for t tter). With supervision, however, this /@ @7 scammers and other potential risks. Remind them that they can
can be a great lesson in money management for young people. @ always come to you for help if they run into problems online.
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ENCOURAGE BREAKS DISCUSS OTHER APPS

Gaming sessions can reach marathon lengths, especially when
your child is on a winning streak and doesn’t want to stop. Sitting
in the same position for hours isn’t healthy, of course, but it's an
easy habit to form. Encouraging young ones to break regularly
for drinks and so on will help them stay hydrated, rest their eyes
and release some of the tension from competitive gameplay.

Meet Qur Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor and
journalistin the gaming industry since 2015, providing websites
with event coverage, reviews and gaming guides. She is the
owner of Lunawolf Gaming and is currently working on various
gaming-related projects including game development and
writing hon-fiction books.

Games like Fortnite can lead on to third-party apps (Discord, for
example) where players can join a voice, text or - in some cases -
video chat about the game. Certain add-ons also let children talk
with other players from their local area, which clearly presents a
potential risk. When discussing Fortnite with your child, you might
also want to ask them about other apps they use while playing.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many games which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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AL‘@ massivelyisuccessfullOverwatch’ithislisialfuturisticishooting/gameiwith
alfocusionjteamworkiandistrategyiwhichigivesiitianlextraldimensionitolthelmaijority/ofititieslinjthe
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WHAT ARE
THE RISKS? '

IN-GAME PURCHASING

Like many free-to-play &=
games, Overwatch 2 -
offers in-game purchases

for unlocking its colourful

skins. While new @
characters arrive as part of &
a free ‘battle pass’ each

season (normally lastin

around three months), players
can unlock them much earlier

by buying a premium version of
the pass. There are also

in-game bundles (with varying
costs) themed around certain
characters or events.

I N
VIOLENT GAMEPLAY

Overwatch 2 heavily

features combat,

although the on-screen
shootouts are relatively
sanitised. Most of its characters
are of a fantastical nature
(there's a gorilla scientist with a
laser weapon, for instance, and
a DJ on roller-blades who fires
sound energy), but some - such
as Reaper, an assassin in a -
wraith-like metal mask —area * ..
little on the darker side and T
could unnerve younger players. -

MULTIPLE PASSWORDS

4

Overwatch 2 supports
convenient cross-play
across consoles and PC —
as long as users link all
their devices under a
unifying account on the
Blizzard battle.net platform. This
has other benefits (preserving a
player’s original skins for use in
the new game), but if your child
does want to link their accounts,
be warned: the process can be
extremely tricky and requires
multiple passwords.

m ™
VOICE CHAT

As a shooting game which
focuses on fast-paced,
competitive play, teamwork is
central to getting the most out
of the Overwatch 2 experience.
Many players use voice chat to
coordinate with other users -
often with friends, but
sometimes also with strangers.
In either case, thi r
child is in contact with others,
who may - for example - use
offensive lang i at
of the moment.
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ASSISTWITH ACCOUNT LINKING » MONITOR COMMUNICATIONS

If your child is trying to link their accounts ﬁ Playing Overwatch 2 with friends is

Overwatch characters represent many
races, nationalities, gender identities and

from different devices together, it might almost universally the most popular way

be wise for you to help them set it up. Not w — to enjoy the game. If your child if playing sexual orientations. This eclectic roster of

only should it enable the process to run more with a new friend they only know online - or a heroes offers a superb jumping-off point for

smoothly (and save you being asked for the b stranger - you may want to monitor the chat to discussing racial, sexual or gender diversity with

passwords for each account), but you’ll also be make sure they aren’t being exposed to your child. Whether it’'s finding Nepal on a globe

able to make sure that the website for linking is anythinﬁ unsavoury. You might also decide to together or talking about non-traditional —
. correct. We’'ve put the right web address under adjust the in-game voice chat settings so only relationships, the game could be an excellent
" the expert’s bio at the bottom of this guide. confirmed friends can speak to your child. conversation starter.
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WATCH SOME GAMEPLAY

- Overwatch players fight with an array of weapons and explosives, but a’

E LS

LIMIT IN-GAME SPENDING o. § ﬁ“"‘
)
o

The loot boxes featured in the first Overwatch have been
replaced by a rotating storefront — so users only have a settimeto -
purchase a skin or item before it becomes unavailable. Your child can &
still earn plenty of items, however, through the free battle pass. In any

. case, we'd advise removing any payment methods — or at least setting

limits in advance - if you're worried about in-game spending.
ﬁﬁag el A S

Meet Our Expert

Lloyd Coombes is Games Editor of technology and entertainment
website Dexerto and has been working in the gaming media for
three years. A long-time fan of gaming, he is also a parent and
therefore a keen advocate of online safety. Writing mainly about
tech and fitness, his articles have also been published on influential
sites including IGN and TechRadar, among others.
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Sources: hitps;/fus battienet/support/en/article/34849
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 26.10.2022

the battles are presented in a way that forgoes blood, gore or
dismemberment, regardless of the mode or characters selected.

The game also usually avoids the word “kill” — referring to
“eliminations” instead. Watching footage of Overwatch 2 on YouTube
could help you decide whether it's suitable for your child before they play.
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What Parents & Carers Need to Know about

CALL OF DUTY:
ODERN WARFARE I

The Call of Duty (CoD) series is a worldwide gaming phenomenon, with millions of copies sold every year. ?GE Fﬁ"%.
While 2021's release, Vanguard, wasn't quite as well'received, this latest entry = Modern Warfare |l = has -
so far proved a massive commercial success. A sequelto the recent Modern Warfare reboot (and not
to be confused with the original Modern Warfare 2, from back in 2008), the game is an online
shooter which features = unsu rprhsl-nglyr_-:..'a_xjfh{m_i-EHEP_EE. rendered in realistic graphics. Amid

the explosions and political nature of tﬁpmﬂhara‘s*mu:h for parents to be aware of.

i

7

VIRTUAL VIOLENCE

Like most of its predecessors in the
franchise, Modern Warfare |l carries
an 18 age rating from PEG! (the
Pan-European Gaming Information
system, which um:f: Tg‘nnm
content for suitability ). This means
Blcglrm will encounter = according to

EGI's wording — depictions of "gross
violance, urpaﬂntlf motiveless

ale

POLITICAL SENSITNITY

Previous CoD gomes have

beon acc of attempting to

“rawrite history”: failing to

correctly attribute allegod war

grimes to the US military, for example,
l The semi-fictional n of history

ted on scroen can cause players
misunderstand past conflicts and
the real reasons they took place. This

killing, or nce towards could lead to ng people developin
u-hr?'m:: characters”. [ . odistorted, inmu?ﬁn view of world 9
| ——— E=a _ : 8 4 politics.

B OFFENSIVE CHAT & MESSAGING

Mast CoD players are likely to

AN ADDICTIVE EXPERIENCE

spend the majority ol their time a* B! Multiplayer made in Call of Duty

on Modern Warfare I in onling D titles revolves around levelling up

multiplayer mode. This entallz your character to unlock new i

competing against = or coo F weapons, abilities and equipment. *
ith = strangers on the online e The process is designed so that it A

W
battiefield. The fast-paced, cut-throat [
world of CoD means that
communication through the game's
volce chat ond direct messages often
turns heated and aggressive, which
miay upset younger players.

F HEL
IN-GAME PURCHASES

Modern Warfare Il follows the
‘battle pass’ model of games
like Fortnite. For a fee = usually
around £10 = each ‘season’ (¢
three months or so), players will be

invited to complete extra chnllu:ﬁn 1o

doesn't toke too long to see an
improvement, and feeling of making
meaningful progress can keep players e
hooked for hours, It"s easy for gamers of
any age to lose track of time, but

younger ones are especlally susceptible.

| -

garn new weapons and agqui 5
Different tiers of battle pass [costing
mare money ] enable them to achieve
this more gquickly, while items can also

be purchased from the In-game store, e A d ';’._‘.-.
=

& ‘ E Advice for Parents & Carers <
B RESPECT THE AGE RATING . SETSPENDING LIMITS . f oy
Based on accurately recreating combat muuﬂanl,mllﬂmnﬂ @ I your child is likely to be tampted by buying that ‘must-have’ o

games are unflinching in their portrayal of war. Limbs are waapon or item, consider removing your bank details from the -
ond explosions unm flying, while the previous Modern Warfare console or computer to prevent in riminate spending = and an H

featured d;mlhy rogation ond torture sequence. With Modern unwelcome bill. Pre-paid cords could be an option for in-game

Warfare Il ng the sama style of brutal realism, it's worth reiterating purchases, allowing you ta control how much your child can spand In

that the PEGI 18 age rating is there for a reason. advance - and helping them learn the basics of budgeting. i
== CLOSE OFF COMMUNICATION . TRY OTHER MODES €5

Unless ‘re playing with their real-lile friends, it may be If it seams that your child unlr nwrlggf: Modern Warlare i | "“;_:

worth cl .eommunication channels if your child plays Madern multiplayer, you could try out the 5 Ops mode with them —

"%y Warlare ll. There's less of o team focus than in many other online formulating strategies while enjoying each other’'s company. You could
combat games and therefore no real need to interact with strangers. Call also :Iwg.I multiplayer together, taking it In turns to ensure regular breaks.
of Duty fans can be intensely competitive, so even a single action by your A er alternative is mlainmu't campaign mode, featuring oke
child could provoke a barrage of abuse from strangers. missions and scenarios whic
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website Dexerto ond hos been workmg in the garming rreedio jor
three years 4 |ﬂ|'|g- tirme gaming crthusost, Heis alée o parent and
therefore a keen advocate of online safety. Writing mainly about :
tech and itness, his arficles hove ol so been published on intluenticl

h tollow an overarching plot.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one game of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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. which stands for Massively
""' 4 MultlpIaYer Online Role-Playing
-+ Game.P

WHAT ARE
THE RISKS?

‘This/latest qddltloﬁ'ﬁqs'qttrqcted a whole host of qused players chl'(_;to the game =GBV11§]] ;Z - > X
f'"'"smewcomers jumplng into the realm of'A’zeroth for. th'é"flrst time! =

=

ALWAYS ONLINE

World of Warcraft is an MMORPG, Because World of Warcraft is

played exclusively on PCs and
Macs, it's easy for users to type
out text messages if they aren’t
comfortable using voice chat. If you’ll
forgive the pun, that’'s a double-edged
- sword becduse — although there’s less
chance of them being harassed
verbally - it puts young players at
increased risk of being trolled or
receiving spam through the in-game
messaging function.

T 11

SIMULATED VIOLENCE

The fact that World of Warcraft is
almost 20 years old means that even
its most violent battles look slightly
cartoonish compared with the level of
authenticity in many more modern
games. The exception tends to be

| Warcraft's in-game cutscenes:
animated sections which move the

plot onto the next stage. These offer
' more realistic visuals, but they still

aren‘t overly gory or scary.
i ﬁ

POTENTIALFOR ===
ADDICTION

World of Warcraft can trigger a
powerful “just one more quest”
mentality in players (especially
young ones) as they rush to secure
the next dopamine hit from levelling
their character up or earning a new
item or weapon. It's also a gqme that
doesn't have a definite ‘en

because as soon as a player finishes
levelling up one character, they can
start afresh with another one.

P ,"u. 3 -E,.
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ayers create a character and
head off on mythical quests to earn
rewards and become more powerful.
The game’s environment is absolutely
vast, and it can onlx be played online
on PC or Mac - so there’s a high

. probability of young Warcraft fans
wanting to monopolise the family

REGULAR EXPANSIONS

As is common with many MMORPGs,
World of Warcraft’'s developers,
Blizzard, release re%ulqr expanswns
for the game (usu ever

months to two years). So a though
there’s still plenty of content for
young players to experience ri

now, there will almost inevitably be o]
requirement to continue buyln
future expansion packs, which tend
to cost around £50

IN-GAME PURC\-\ASES
AND SUBSCRIPTIONS

Just like its genre contemporary
Final Fantasy X1V, World of Warcraft
reqwres a monthly subscription fee to

. It's currently £9.99 per month
? It ough you can get it cheaper b
signing up to a longer subscription).
There are also many items which can
be purchased from the in-game store
that don't affect gameplay, but
instead offer cosmetic alterations to a
player’s character.

Q

Al

" Ful-., -

=

Nationail
Online
afety

Meet Our Expert

Lioyd Coombes is Games Editor of technology and entertainment website
Dexerto and has been working in the gaming media for three years. A
long-time gaming enthusiast, he is also a parent and therefore a keen
advocate of online safety. Writing mainly about tech and fitness, his articles
have also been published oninfluential sites including IGN and TechRadar,
among others.
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Sourceihttps://www:theguardian. c!m/technoIogy/ZOl]/aug/ZQ/world o warcraft-video- gameﬁldlct tpqs\h//worldoqurcrdft .com/en-us/start
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